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ABSTRACT
There has been a recent effort in applying differential privacy on

memory access patterns to enhance data privacy. This is called

differential obliviousness. Differential obliviousness is a promis-

ing direction because it provides a principled trade-off between

performance and desired level of privacy. To date, it is still an

open question whether differential obliviousness can speed up

database processing with respect to full obliviousness. In this pa-

per, we present the design and implementation of Adore: A set

of Differentially Oblivious RElational database operators. Adore
includes selection with projection, grouping with aggregation, and

foreign key join. We prove that they satisfy the notion of differ-

ential obliviousness. Our differentially oblivious operators have

reduced cache complexity, runtime complexity, and output size

compared to their state-of-the-art fully oblivious counterparts. We

also demonstrate that our implementation of these differentially

oblivious operators can outperform their state-of-the-art fully obliv-

ious counterparts by up to 7.4×.
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1 INTRODUCTION
Moving data and computation to the cloud is the most dominant

trend in the industry today. Cloud databases [30, 46, 59, 77] collect

and analyze a vast amount of user data, including sensitive informa-

tion such as health data, financial records, and social interactions.

These databases allow developers to run complex queries using a

SQL interface, the de facto standard for data analytics. Because of

these developments, cloud data is often the central target of attacks

[18, 22, 32, 33, 41], protecting sensitive data in cloud databases has

become more important than ever.
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A promising direction is to use hardware enclaves, such as Intel

SGX [57], and RISC-V Sanctum [28], to provide secure data pro-

cessing inside the cloud. These enclaves are protected regions in

CPUs, where a remotely attested piece of code can run without in-

terference from a potentially adversarial hypervisor and OS. Major

processor vendors have all equipped their new generation of CPUs

with hardware enclaves. Cloud providers like Microsoft and Alibaba

provide enclave support in their public cloud offerings [1, 4]. Some

cloud databases [7, 60] have already used Intel SGX to protect user

data, and it is also an area of active research [8, 67].

Unfortunately, the Achilles’ heel of using hardware enclaves is

that enclaves alone do not protect the access patterns of encrypted

data outside the enclave’s memory. For applications like big data

analytics that require managing a large amount of data, an enclave

has to fetch encrypted data residing outside the enclave (e.g., a

server’smainmemory, disks). This leads to access pattern attacks [49,
63]. A long list of practical access pattern attacks of this form [2, 40,

45, 52, 53, 79] have been discovered for encrypted databases such

as CryptDB [66] and TrustedDB [11].

One approach to address this vulnerability is to make the mem-

ory access patterns of enclave-based database systems oblivious,
which means that the access patterns of the system are indistin-

guishable for different input data. This notion of obliviousness was

first proposed by Goldreich and Ostrovsky [43]. However, making

the database systems fully oblivious incurs a huge performance

penalty. For example, any query output including intermediate

results must be padded with filler tuples to the worse-case size,

which is usually much larger than the actual result size. In recent

enclave-based databases (e.g., Opaque [83], ObliDB [39]), their fully

oblivious modes
1
are significantly slower than their partially obliv-

ious or non-oblivious counterparts. While their partially oblivious

or non-oblivious mode either does not protect memory access pat-

terns at all or has arbitrary leakage, such as leaking the sizes of

intermediate results and outputs. The ramifications of such leakages

are not understood and may likely lead to new attacks.

Recently, there are rising interests in adopting differential pri-

vacy to protect access pattern leakage. To apply this idea to databases,

instead of making access patterns indistinguishable between all in-

puts, we make the access patterns satisfy differential privacy [36, 37],

a privacy model that only requires indistinguishability among

neighboring databases. This notion is called differential oblivious-
ness, and was introduced by Chan et al. [23]. This relaxation from

full obliviousness opens up new design spaces for more efficient

algorithms, yet still provides provable privacy guarantees for each

database record. Differential oblivious algorithms only add dummy

1
ObliDB calls its fully oblivious mode padding mode.
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Table 1: Cache complexity/Private Memory Size/Output size comparisons of our system with ObliDB [39]. 𝑁 denotes input
size, 𝑅 denotes output size, 𝐵 denotes block size, 𝑀 denotes the size of private memory. Let FO denote Full obliviousness. Let
DO denote Differential obliviousness. Let * denote the result from our interpretation of their algorithms, the original work
didn’t explicit state the result. Let✓denote the best choice. ObliDB’s hash-based groupingwith aggregation fails when the total
number of distinct groups exceeds the enclave private memory capacity 𝑀 . Cache complexity measures the total numbers of
data blocksmovement between privatememory and untrustedmemory, which is the dominant overhead. Runtime complexity
measures the total number of CPU instructions executed on the decrypted data within enclave.

Operator Algorithms Privacy Private Mem. Size Cache Complexity Runtime Complexity Output Size
Selection with projection ObliDB FO 1 ✓ 2𝑁 * 𝑂 (𝑁 )* 𝑁

Selection with projection Alg. 1 DO poly log(𝑁 ) (𝑁 + 𝑅)/𝐵 ✓ 𝑂 (𝑁 + 𝑅) 𝑅+ poly log(𝑁 ) ✓

Grouping with aggregation ObliDB FO 𝑀 (𝑀 > 𝑅) 2𝑁 * 𝑂 (𝑁 )* 𝑀*

Grouping with aggregation Alg. 2 DO 𝑀 (𝑀 ≥ 𝑂 (𝜖−1 log2 (1/𝛿))) 𝑁 /𝐵 + 11𝑁𝑅/9𝑀𝐵 ✓ 𝑂 (𝑁𝑅/𝑀) 11

9
𝑅

Foreign key join ObliDB FO poly log(𝑁 ) ✓ 𝑁 · log2 (𝑁 )* 𝑂 (𝑁 log
2 (𝑁 ))* 𝑁

Foreign key join Alg. 3 DO poly log(𝑁 )✓ 6(𝑁 /𝐵) · log(𝑁 /𝐵) + 𝑁 /𝐵 + 𝑅/𝐵 + poly log(𝑁 )/𝐵 ✓ 𝑂 (𝑁 log(𝑁 )) ✓ 𝑅 + poly log(𝑁 ) ✓

reads/writes during execution to obfuscate the memory access pat-

tern, and they do not change the query results (except additional

dummy tuples). The query accuracy is therefore not affected.

This raises two salient questions: (1) How to design differen-

tially oblivious database operators? (2) Can differentially oblivious

database operators outperform their state-of-the-art fully oblivious

operators?

In this paper, we presentAdore:A set of DifferentiallyOblivious
RElational database operators, including selection with projection,

grouping with aggregation, and foreign key join. We pick these

operators because they are sufficient to support important database

workloads, such as big data benchmark (BDB) [6]. We use three

key theoretical performance metrics to guide our design: (1) cache

complexity, (2) runtime complexity, and (3) output size. Cache com-

plexity measures the total numbers of blocks read from untrusted

memory to enclave memory (a.k.a. private memory), and written

from private memory to untrusted memory. In this scenario, the

enclave memory is the “cache” and each page is a “block” (i.e.,

the atomic unit being swapped in and out). Cache complexity is a

dominant source of query latency because moving data between

trusted and untrusted memory requires memory copying, encryp-

tion, decryption and the overhead from SGX ECALLS and OCALLS.

Using this metric is further justified by our microbenchmark results

in §5.2: in most queries, the memory copy, encryption, and decryp-

tion together constitute more than 80% of total query completion

time. Second, we consider runtime complexity, which is the total

number of CPU instructions executed on the decrypted data within

enclave to implement the filter, aggregation and join operators, but

they are not the dominant overhead compared with data movement

between enclave private memory and untrusted memory which

is measured by cache complexity metric. Output size is also an

important metric: the output size decides how much data needs to

transfer from trusted to untrusted memory to generate the output.

In Table 1, we provide detailed comparison between our differen-

tially oblivious database operators and ObliDB. We can reduce the

cache complexity and output size over ObliDB asymptotically.

We implement these differentially oblivious database operators.

Our prototype is developed on top of Intel SGX, because of its avail-

ability. We acknowledge that SGX will be deprecated starting from

the 11th generation of Intel CPU Core CPUs, but it will continue on

Intel Xeon CPUs for cloud usage, which is our target deployment

scenario. Choosing SGX also means our prototype is susceptible

to known SGX vulnerabilities. These vulnerabilities have known

solutions, and patching our prototypes for these vulnerabilities is

out of scope of our paper. (See §7.)

We evaluate our implementation using workloads from BDB. We

show that our operators can substantially outperforms the fully

oblivious operators in ObliDB. Overall, our operators provide up to

7.4× performance improvement over ObliDB. Our operators also

allow scaling to larger data compared with the existing oblivious

operators: our operators can process input tables containing 30

million tuples in groupby in BDB, while ObliDB fails because the

total number of distinct groups is larger than𝑀 . Our source code

and scripts for running the evaluation are available anonymously

at https://github.com/brucechin/dodb.

Our paper makes the following contributions:

• We apply the notion of differential obliviousness to database

operators to enhance data privacy by designing three new

differentially oblivious database operators.

• We formally prove that these operators satisfy the notion of

differential obliviousness and have reduced cache complexity

and output size.

• We demonstrate empirically these differential oblivious op-

erators’ performance gain compared to their state-of-the-art

fully oblivious counterparts.

Roadmap.We first introduce our threat model and background

knowledge in §2. We present our differentially oblivious operators

including filter, grouping with aggregation and foreign key join in

§3. We present a differentially private distinct count algorithm in

§4 and use it in differentially oblivious grouping with aggregation.

We evaluate the performance improvement of our algorithm in §5.

We discuss the related work in §6. We discuss the potential future

work in §7. We conclude our paper in §8.

2 BACKGROUND
In this section, we first describe our threat model (§2.1). Then, we

formally define differential obliviousness and compare it with full

obliviousness (§2.2).

2.1 Threat Model
We use Intel SGX as an example to discuss the threat model. Intel

SGX provides confidentiality and integrity of its enclave memory

(i.e., private memory), which is located in a preconfigured part of

DRAM called the Processor Reserved Memory (PRM). The content
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in the enclave memory is encrypted. The enclave memory also

guarantees integrity: only the code residing inside the enclave can

modify the enclavememory after the enclave is created. The enclave

memory size has an upper bound (i.e., 128MB). An SGX enclave has

a predefined entry point, so a user process or the OS cannot invoke

the enclave to run at arbitrary memory addresses. SGX provides

remote attestation to allow a remote system to verify what code is

loaded into an enclave, and set up a secure communication channel

to the enclave.

These SGX features allow us to trust the code running inside the

enclave. Untrusted processes and the operating system cannot tam-

per with the database source code inside the enclave. The execution

and memory accesses for the private memory are also invisible to

the untrusted processes and the operating system.

However, the database requires an untrusted component for I/O.

For a trusted data owner to use the database, the data owner sends

an encrypted query to the untrusted component, and the untrusted

component forwards the query to the enclave. The enclave decrypts

the query and asks the untrusted component to load encrypted data

from the public memory into the enclave. The enclave then decrypts

the input data, processes the data, and returns the encrypted result

to the untrusted component. The untrusted component forwards

the result back to the trusted data owner, who has a decryption key

to see the query result. During the query processing, the enclave can

also send encrypted intermediate results to the untrusted memory

and later load them back. This is often needed because enclaves

have limited memory. The enclave checks the MACs of the input

data and the intermediate results to prevent the cloud server from

modifying them.

Unfortunately, the access patterns in the public memory are

exposed to the untrusted cloud server. This means an attacker

can watch how the enclave reads the encrypted data, writes the

encrypted output, and reads/writes the intermediate result. Data

access pattern leakage is sufficient for the attacker to extract secrets

and data from many encrypted systems [16, 54, 64]. Our threat

model is the same with ObliDB [39].

2.2 Differential Obliviousness
Differential obliviousness. The notion of differential oblivious-

ness was proposed by Chan et al. [23]. It essentially requires that the

memory traces of an algorithm satisfy differential privacy [36, 37].

To provide some background, differential privacy was introduced

in the seminal work by Dwork et. al [36, 37], which is a frame-

work for adding noise to data so that the published result would

not harm any individual user’s privacy. Over the years, differential

privacy has become the de facto standard for privacy, with growing

acceptance in the industry. In the differential privacy literature, we

typically assume that the data curator is fully trusted, and thus we

care about adding noise to the computation result. However, in

our setting, the data curator (i.e., the cloud provider) is untrusted.

Our goals therefore depart from the standard differential privacy

literature. Instead of requiring the outputs of the computation to be

differentially private, we require that the database system’s observ-

able runtime behavior, namely, the access patterns, be differentially

private. As mentioned, Chan et al. [23] formulated this notion as

differential obliviousness.

With differential obliviousness, the untrusted cloud provider

cannot extract private information for each individual by observ-

ing memory access patterns. A differentially oblivious system is

resilient to the attacks mentioned in §2.1. We formally define dif-

ferential obliviousness in Definition 2.1.

Henceforth, we may view a database as an ordered sequence of

records. We say that two databases 𝐷1 and 𝐷2 are neighboring, iff
they are of the same length, and moreover, they differ in exactly

one record.

Definition 2.1 (Differential Obliviousness [23]). An algorithm

A is (𝜖, 𝛿)-differentially oblivious if for any two neighboring
databases 𝐷1, 𝐷2, and any subset of memory access patterns 𝑆 :

Pr[M(A, 𝐷1) ∈ 𝑆] ≤ 𝑒𝜖 · Pr[M(A, 𝐷2) ∈ 𝑆] + 𝛿.

Here, we useM(A, 𝐷) to denote the distribution of memory

access patterns when we apply the algorithmA on 𝐷 . The 𝜖 param-

eter is a metric of privacy loss. It also controls the privacy-utility

trade-off. The 𝛿 parameter accounts for a negligible probability

on which the upper bound 𝜖 does not hold. The memory access

pattern is a sequence of memory operations, including the address

of each operation and the type of operation (read or write). Since

the data contents are encrypted, we may assume that the adversary

observes only the addresses and types of the operations but not the

contents.

It is important to note that in Definition 2.1 above, we allow the

databases 𝐷1 and 𝐷2 to contain two types of records, real records
and filler records. We allow the filler records so that deleting one

entry from the database can be accomplished by replacing the entry

with a filler.

Differential obliviousness perfectly captures the threat model

enclave-based database systems face: as we discussed in §2.1, for an

enclave-based database system, the data and code execution within

the enclave can be considered secure, and the data stored outside the

enclave is encrypted but accesses to it leak information. Specifically,

in our SGX-based scenario, each memory access observable by the

adversary is a page swap event: whenever the SGX enclave wants to

swap in or out a new (encrypted) memory page, it needs to contact

the untrusted OS for help.

Comparison with full obliviousness. It is also instructive to

compare the notion of differential obliviousness with the more

classical, full obliviousness notion first proposed by Goldreich [42].

We formally define full obliviousness below in Definition 2.2.

Definition 2.2 (Full Obliviousness). An algorithm A is oblivious

if for any two databases 𝐷1, 𝐷2 of the same size and any subset of

possible memory access patterns 𝑆 :

Pr[M(A, 𝐷1) ∈ 𝑆] ≤ Pr[M(A, 𝐷2) ∈ 𝑆] + 𝛿

Differential obliviousness is a relaxation of full obliviousness in

the following senses: (1) differential obliviousness only requires the

memory access patterns over neighboring databases to be indistin-

guishable; (2) the definition of indistinguishability is also relaxed in

differential obliviousness, in the sense that we additionally allow a

multiplicative 𝑒𝜖 factor when measuring the distance between the

two access pattern distributions.

These relaxations make designing more I/O efficient algorithms

possible. For example, in a fully oblivious model, a database system
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has to add filler tuples to the result until it reaches the worst-

case size. In database queries, this worst-case size could be orders

of magnitude worse than the average-case size. However, with

differential obliviousness, it suffices for the database system to

add a small, random number of fillers so that the output size is

indistinguishable for two neighboring databases.

3 DIFFERENTIALLY OBLIVIOUS OPERATORS
In this section, we propose a series of differentially oblivious algo-

rithms that implement major relational operators, including selec-

tion with projection, grouping with aggregation, and foreign key

join.

Overview of our differentially oblivious operators. We propose a

differentially oblivious algorithm for selection with projection with

optimal cache complexity. The main technique of this algorithm

is inspired by a theoretical result on differentially oblivious com-

paction [23]: using a differentially private prefix-sum sub-routine

to guide the memory access of filtering (§3.1). Next, we propose a

differentially oblivious algorithm for grouping with aggregation.

Notably, to develop this algorithm, we propose a novel, practical

differentially private distinct count algorithm (Algorithm 5). This

is the first practical differentially private streaming algorithm for

distinct count with provable approximation guarantees to the best

of our knowledge! We use this algorithm to estimate the number of

groups produced and then use a pseudorandom function to partition

the input database into smaller partitions such that the groups gen-

erated in each partition can fit into the private memory with high

probability. Last, we present our differentially oblivious foreign key

join algorithm based on oblivious sort (§3.3). We summarize the

notations in Table 2.

Table 2: Notations used in this section

Notation Description

Π Projection operator

𝜎𝜙 Filter operator with filtering predicate 𝜙

𝜖 The multiplicative factor in differential obliviousness

𝛿 The additive factor in differential obliviousness

𝐼 Input table of size 𝑁

𝑃 A FIFO buffer in the private memory

𝑐 Read counter in 𝐼

𝑌𝑐 Differentially private prefix sum in first 𝑐 elements

𝑡 A single tuple from 𝐼

𝐿 Consisting of grouping attributes and aggregation operators

𝑀 Private enclave memory size

ℎ Hash function in DoGroupℎ

𝐺 Estimated number of distinct elements in data stream

3.1 Selection with Projection (𝜎,Π)
A selection operator takes a relation and outputs a subset of the rela-

tion according to a filtering predicate. Such an operation is denoted

𝜎𝜙 (𝑅), where 𝜙 is the filtering predicate and 𝑅 is the input table.

Intuitively, selection operators act like filtering operations in func-

tional programming languages. A projection operator transforms

one relation into another, possibly with a different schema: it is writ-

ten (Π𝑎1,...,𝑎𝑛 (𝑅)) where 𝑎1, ..., 𝑎𝑛 is a set of attribute names. The

result of such a projection keeps components of the tuple defined

by the set of projected attributes and discards the other attributes.

In many database systems, projection is usually inlined in selection.

We follow this tradition. Now, we give the differentially oblivious

algorithm for 𝜎𝜙 (Π(𝑅)), where 𝜙 is the filtering predicate and 𝑅 is

the input table. To better understand our algorithm, we start with

a naïve non-oblivious algorithm:

Naïve non-oblivious algorithm. It is clear that a non-private filter-
ing algorithm can achieve linear time, by reading each input tuple

𝑡 once and writing it when 𝜙 (𝑡) = TRUE. However, this naïve algo-

rithm is not differentially oblivious. This is because after reading

a tuple from input, whether or not another tuple is written to the

output leaks whether the previous tuple from input evaluated to

TRUE or FALSE. Intuitively, one can visualize the memory access

pattern of this algorithm using two pointers, a read pointer and a

write pointer. The attacker observes how fast these two pointers

move in each step.

Thus, the main idea of our differentially oblivious filtering algo-

rithm, DoFilter, is to obfuscate how fast each pointer advances

just enough to achieve differential obliviousness. DoFilter is in-

spired by the theoretical result of differentially oblivious stable

compaction from [23]. To determine how much noise to add on

memory access at each step, we query a differentially private oracle

for computing prefix sum in data streams.

Differentially private prefix-sum. For a data stream 𝐷 that con-

sists of only 0s and 1s with length |𝐷 | = 𝑛, 𝐷 ∈ {0, 1}𝑛 , the prefix-
sum 𝑌𝑐 is the count of how many 1s appear in the first 𝑐 elements of

data stream 𝐷 . Now, suppose we have a (𝜖, 𝛿)−differentially private
prefix sum algorithm that can answer up to 𝑛 queries, and each

answer 𝑌𝑐 ∈ [𝑌𝑐 − 𝑠, 𝑌𝑐 + 𝑠] with high probability. To make the

traces of the write pointer differentially private, we can always

move the output pointer to 𝑌𝑐 − 𝑠 , and keep the scanned but not

yet output tuples in the private buffer. Most importantly, we only

need a 2𝑠 sized buffer in private memory and the algorithm would

not encounter errors with high probability.

We use the binary mechanism of Chan et al. [25] as our DP prefix-

sum oracle. This mechanism essentially builds a binary interval

tree to store noisy partial sums for the optimal approximation-

privacy trade-off. For each 𝑐 ∈ [𝑛], the estimated prefix-sum 𝑌𝑐
from the binary mechanism preserves 𝜖-differential privacy while

has 𝑂 (𝜖−1 · (log𝑇 ) ·
√
log 𝑡 · log(1/𝛿) error with at least 1 − 𝛿

probability [25, Theorem 3.5, 3.6].

Differentially Oblivious Filtering. We present the detailed DoFil-

ter in Algorithm 1. Let 𝐼 be the input table of length |𝐼 | = 𝑁 . Let 𝑠

be the approximation error (with probability at least 1 − 𝛿 for each

query) of the DP prefix-sum oracle (line 2). We create a FIFO buffer

𝑃 in private memory with size 2𝑠 , the output table 𝐼 ′ outside the
private memory, and a counter 𝑐 to indicate the number of tuples

read so far (line 3-5). Then we repeat the following until reaching

the end of 𝐼 : we read the next 𝑠 tuples, and update the counter 𝑐

(line 7-8). For each tuple 𝑡 , we push it to 𝑃 only if the predicate

evaluates to TRUE (line 9-13). We then pop 𝑃 to fill the output table

𝐼 ′ till it reaches size 𝑌𝑐 − 𝑠 (line 14). After we reach the end of 𝐼 , we

pop all the tuples in 𝑃 and add filler tuples if necessary to append

on 𝐼 ′ till it reaches size 𝑌𝑁 where 𝑁 = |𝐼 | (line 16).
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Algorithm 1 DoFilter: Differentially Oblivious Filtering

1: procedure DoFilter(𝐼 ,Π, 𝜙, 𝜖, 𝛿, 𝑠) ⊲ Theorem 3.1.

2: 𝑃 ← ∅ ⊲ a FIFO buffer in private memory of size 2𝑠

3: 𝐼 ′ ← ∅ ⊲ output table

4: 𝑐 ← 0 ⊲ current read counter in 𝐼

5: 𝑌 ← DPPrefixSum(𝜖, 𝛿) ⊲ 𝑌𝑐 ∈ [𝑌𝑐 − 𝑠, 𝑌𝑐 + 𝑠] with high

probability

6: while 𝑐 < |𝐼 | do
7: 𝑇 ← {𝐼𝑐 , 𝐼𝑐+1, . . . 𝐼𝑐+𝑠−1} ⊲ read the next 𝑠 tuples

8: 𝑐 ← 𝑐 + 𝑠 ⊲ update the read counter

9: for 𝑡 ∈ 𝑇 do
10: if 𝜙 (𝑡) = TRUE then
11: 𝑃 ← 𝑃 .push(Π(𝑡))
12: end if
13: end for
14: Pop 𝑃 to write 𝐼 ′ until |𝐼 ′ | = 𝑌𝑐 − 𝑠
15: end while
16: write all tuples from 𝑃 and filler tuples to 𝐼 ′ s.t. |𝐼 ′ | = 𝑌𝑁 +𝑠

(𝑁 = |𝐼 |)
17: end procedure

Correctness failures to privacy failures. Algorithm 1 is designed

to have correctness failure (i.e. the algorithm does not return the

correct result) of probability at most 𝛿 . This means that Algorithm 1

can fail when the DP prefix-sum oracle’s estimation is off by more

than 𝑠 . When this happens, the size 𝑃 private memory could either

overflow at line 11 or underflow (i.e. has nothing to pop) at line 14.

In practice, we do not need to worry about this for two reasons.

First, 𝛿 is negligible (usually set to 2
−20 − 2−40). Second, in case that

users want perfect correctness, we can use the standard technique

to convert the correctness failures to privacy failures: Instead of

failing, if overflow is about to happen at line 11, we can simply

write the overflowed tuple to the output. If underflow happens at

line 14, we can write a filler tuple to the output. Applying these

approaches converts the at most 𝛿 probability correctness error to

at most 𝛿 probability privacy error, which is negligible.

Theorem 3.1 (Main result for filter). For any 𝜖 ∈ (0, 1), 𝛿 ∈ (0, 1)
and input 𝐼 with 𝑁 tuples , there is an (𝜖, 𝛿)-differentially oblivious
filtering algorithm (DoFilter in Algorithm 1) that uses 𝑂 (log(1/𝜖) ·
log

1.5 𝑁 ·log(𝑁 /𝛿)) private memory and (𝑁 +𝑅)/𝐵 cache complexity,
and its output size is 𝑅 + poly log(𝑁 ).

Proof. First, we prove Algorithm 1 is (𝜖, 0)-differential oblivious

if 𝑃 has infinite capacity: For two neighboring input 𝐼 , 𝐼 ′, assuming

𝐼 , 𝐼 ′, we only leaks 𝑌𝑘 (𝑘 = 𝑠, 2𝑠, . . . , 𝑛). This leakage is bounded by

leaking all 𝑌𝑖 (𝑖 ∈ [𝑁 ]). From the DP guarantee provided by the DP

prefix sum oracle [24], all writes have at most (𝜖, 0)-DP leakage.

Second, we proveAlgorithm 1 has atmost𝛿 probability of privacy

failure with 𝑂 (log(1/𝜖) · log1.5 𝑁 · log(𝑁 /𝛿)) private memory. Let

𝑠 = 𝑂 (log(1/𝜖) · log1.5 𝑁 · log(𝑁 /𝛿)). We set 𝑃 = 2𝑠 . Let 𝑌𝑐 denote

number of actual filtered tuples generated so far (at line 14). From

the DP guarantee provided by the DP prefix sum oracle, we know

that for each 𝑐 , 𝑌𝑐 − 𝑠 ≤ 𝑌𝑐 ≤ 𝑌𝑐 + 𝑠 with 1 − 𝛿
𝑁

probability. By the

union bound, we know that for all rounds of batched read, with at

least 1 − 𝛿 probability, 𝑃 over-flows or 𝑃 under-flows:

Pr[𝑌𝑐 − (𝑌𝑐 − 𝑠) > 2𝑠 ∨ 𝑌𝑐 < 𝑌𝑐 − 𝑠] ≥ 1 − 𝛿

Now we can conclude that the failure probability of Algorithm 1

is at most 𝛿 . In Algorithm 1, the number of tuples we read is 𝑁 , and

the number of tuples we write to the output is 𝑌𝑁 + 𝑠 . From the

utility-privacy bound from the DP oracle [24], we know 𝑌𝑁 + 𝑠 =
𝑅 + poly log(𝑁 ). Therefore, the output size of the algorithm is

𝑅 + poly log(𝑁 ). In addition, all the read and write in Algorithm 1

are batched, with the batch size 𝑠 . Thus, the cache complexity of

Algorithm 1 is (𝑁 + 𝑅)/𝐵 as long as 𝑠 ≥ 𝐵. □

Remark 3.2. Remark: Note that Ω((𝑁 + 𝑅)/𝐵) cache complexity

is a trivial lower bound. Thus, our cache complexity is optimal.

We adapted the technique in [23], which presents a DO stable

compaction algorithm. Stable compaction is a different problem

since it keeps all the elements in the input. Also, in [23], they don’t

have a notion of the cache complexity and therefore don’t provide

any bound for that.

3.2 Grouping with Aggregation (𝛾 , 𝛼)
A grouping operator groups a relation and/or aggregates some

columns. It usually denoted 𝛾𝐿 (𝑅) where 𝐿 is the list which consists

of two kinds of elements: grouping attributes, namely attributes of

𝑅 by which 𝑅 will be grouped, and aggregation operators applied

to attributes of 𝑅. For example, 𝛾𝑐1,𝑐2,𝛼1 (𝑐3) (𝑅) partitions the tuples
in 𝑅 into groups according to attributes {𝑐1, 𝑐2}, and outputs the

aggregation value of 𝛼3 on 𝑐3 for each group.

We propose a non-oblivious hash based grouping based on ran-

domized partitioning on grouping attributes. This can be done by

applying a pseudorandom function (PRF) on the grouping attributes

𝐿. One key challenge is to make each partition fit into the private

memory (size 𝑀). To obtain the correct parameter s for the ran-

domized partitioning algorithm, we apply a preprocessing step.

Specifically, we use a randomized streaming distinct count algo-

rithm to get the estimated number of groups produced by this query

𝐺 . As a result, roughly we need 𝑘 = ⌈𝐺/𝑀⌉ sequential scans to find
all the groups. To make this algorithm differentially oblivious is

yet another challenge. One first observation is: this algorithm is

“almost” oblivious if we pad the output in each round to𝑀 , except

that the number of sequential scans following the preprocessing

step leaks information. As a result, we need to use a differentially

private distinct count algorithm. Additionally, we need to bound

the failure probability of the randomized partitioning algorithm,

such that the size of each partition will not overflow𝑀 .

Unfortunately, despite few theoretical results [15, 26, 47], to the

best of our knowledge there is no practical differentially private

distinct count streaming algorithm. To remedy this, we propose a

differentially private distinct count algorithm based on the classical

distinct count estimator of Bar-Yossef et al. [12]. The core technique

we leverage here is to use properties of uniform order statistics to

bound the concentration of both the approximation error and the

sensitivity at the same time. The general version of this differen-

tially private distinct count algorithm and detailed proofs are in §4.

And we use it to design our differentially oblivious grouping with

aggregation algorithm.

Our differentially private distinct count algorithm (Algorithm 5)

first creates a priority-queue 𝑃 of size 𝑡 in the private memory (line

2). Then, for each element 𝑥𝑖 in the stream, our algorithm applies
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Algorithm 2 DoGroupℎ : Differentially Oblivious Grouping

1: procedure DOGroupℎ(𝐼 , 𝐿, 𝜖, 𝛿) ⊲ Theorem 3.3

2: 𝐺 ← DPDistinctCount(𝐼 , 𝜖, 0.1, 𝛿/2) ⊲ Algorithm 5 with

approximation parameter 𝜂 = 0.1

3: 𝑘 ← ⌈𝐺/0.9𝑀⌉ ⊲ 𝑀 : size of the private memory

4: Verify that

√
0.5𝐺 log(2𝑘/𝛿) ≤ 0.1𝑀

5: 𝑅 ← ∅ ⊲ output table

6: for 𝑖 ∈ 0, . . . , 𝑘 − 1 do
7: H ← ∅ ⊲ Hash table for grouping

8: for 𝑡 ∈ 𝐼 do
9: if ℎ(𝑡 .𝐿) ∈ [𝑖/𝑘, (𝑖 + 1)/𝑘) then
10: ⊲ ℎ : [𝑚 × . . . ×𝑚] ← [0, 1), is a PRF
11: if H .hasKey(𝑡 .𝐿) then
12: updateH(𝑡 .𝐿)’s aggregate values using 𝑡
13: else
14: H(𝑡 .𝐿) ← 𝑡

15: end if
16: end if
17: end for
18: write all tuples inH and filler tuples to 𝑅, s.t. 𝑅’s size

increased by𝑀

19: end for
20: end procedure

a PRF ℎ to obtain a hash value of the element (ℎ(𝑥𝑖 ) ∈ [0, 1)). Our
algorithm uses the priority-queue to keep the 𝑡 smallest hash values

of the stream (line 4 - 11). In the end, we pop 𝑃 to get the 𝑡-th smallest

hash value 𝑣 (line 13). Finally, we output the estimated value of

distinct count in line 14. The unbiased estimation should be 𝑡/𝑣 , as
stated in [12]. Here, since the estimated value is used to calculate the

number of partitions needed, we can only over estimate. We need

to add proper noise to make the algorithm differentially private as

well. As a result, the algorithm outputs the noisy count as shown in

line 14. We will use this algorithm with approximation parameter

𝜂 = 0.1 to design our differentially oblivious grouping algorithm.

In Algorithm 2, we present our differentially oblivious grouping

algorithm. Let 𝐼 be the input table. Let 𝐿 be the list which consists of

two kinds of elements: grouping attributes and aggregation opera-

tors. The algorithm first computes the 1.1-approximate differentially

private distinct count𝐺 (line 2), and use𝐺 to calculate the number of

partitions 𝑘 = ⌈𝐺/0.9𝑀⌉ (line 3). We set this 𝑘 value to overestimate

the number of iterations we need in order to obtain a negligible fail-

ure probability of out-of-enclave memory error among k iterations.

To ensure the size of each partition is less than𝑀 with at least 1−𝛿
probability, we verify that

√
0.5𝐺 log(2𝑘/𝛿) ≤ 0.1𝑀 (line 4). Next,

the algorithm sequentially scans 𝐼 a total of 𝑘 times. In 𝑖-th scan,

the algorithm creates an empty hash table H (line 7). Then, for

each tuple 𝑡 , the algorithm applies a PRF ℎ on the list of grouping

attributes of 𝑡 . Here ℎ(𝑡 .𝐿). ℎ(𝑡 .𝐿) falling into [𝑖/𝑘, (𝑖 +1)/𝑘) means

this group is within the partitioned groups of current sequential

scan. In this case, the algorithm either update the aggregate values

if H already contains 𝑡 , or create a new entry for 𝑡 in H (line 9 -

16). In the end of each sequential scan, we output all groups inH
and filler tuples so that size𝑀 is written to the output (line 18).

Theorem 3.3 (Main result for grouping). For any 𝜖 ∈ (0, 1), 𝛿 ∈
(0, 1) and input 𝐼 with size 𝑁 and𝑂 (𝜖−1 log2 (1/𝛿)) private memory
𝑀 , there is an (𝜖, 𝛿)-differentially oblivious and distance preserving
grouping algorithm (DoGroupℎ in Algorithm 2) that uses 𝑀 private
memory, has 𝑁 /𝐵 + 11𝑁𝑅/9𝑀𝐵 cache complexity and its output size
is 11

9
𝑅.

Proof. Because at the end of each scan, we write to the output

table until its size is increased by𝑀 and the enclave private memory

size 𝑀 is public, the only information that Algorithm 2 leaks is

𝑘 , the number of sequential scans of 𝐼 . This only leaks 𝐺 though.

Moreover,𝐺 is (𝜖, 𝛿/2)-differentially private. And the differentially

private distinct count algorithm is oblivious. Thus, Algorithm 2 is

(𝜖, 0)-differentially oblivious if we ignore the failure case.

Next, we prove that the failure probability of Algorithm 2 is at

most 𝛿 . Since

√
0.5𝐺 log(2𝑘/𝛿) ≤ 0.1𝑀 (line 4) and the expected

number of group generated in each sequential scan is 0.9𝑀 , let 𝐺𝑖

be the number of groups 𝑖-th sequential scan generated. From the

properties of binomial distribution (detailed lemmas can be found

in Appendix C), we have Pr[𝐺𝑖 ≤ 𝑀] ≤ 𝛿/2𝑘 . Applying a union

bound over 𝑘 scans, we can bound the failure probability of the

randomized partitioning by at most 𝛿/2. Applying union bound

again with the (𝜖, 𝛿)-differentially private 𝐺 , we can bound the

failure probability of Algorithm 2 to at most 𝛿 .

Finally, Algorithm 2 requires a sequential scan of input in prepro-

cessing, whose cache complexity is 𝑁 /𝐵. In the following steps, the

cache complexity is 𝑘 (𝑀+𝑁 )/𝐵, where 𝑘 ≤ 1.1𝑅/0.9𝑀 , which is no

more than
11𝑅 (𝑀+𝑁 )

9𝑀𝐵
. Here𝑀 is absorbed by 𝑁 . Thus, the overall

cache complexity of Algorithm 2 is 𝑁 /𝐵 + 11𝑁𝑅/9𝑀𝐵. Because we

need to write𝑀 groups to the output for 𝑘 passes, the output size

is
11

9
𝑅.

□

3.3 Foreign Key Join (⊲⊳)
Foreign key join is the most widely used join operator in data

analytics. We write 𝑅 ⊲⊳ 𝑆2 to represent a join on the primary key

and foreign key pairs of the relations 𝑅 and 𝑆

A typical oblivious join algorithm first pads the tuples from two

joined tables to the same size, and add a “mark” column to every

tuple to mark which table is this tuple from. Then, it performs

an oblivious sort on the concatenation of both joined tables. This

oblivious sort routes the tuples to be joined from both tables to the

same group. Next, the algorithm makes a sequential scan of the

sorted table to generate the result table. This can be done obliviously

since for each tuple read from the primary key table, the algorithm

will output a filler tuple instead. Last, the algorithm uses another

oblivious sort to remove all the filler tuples. This algorithm is first

implemented in Opaque [83] and then followed by ObliDB [39].

We develop DoJoin, a differentially oblivious foreign key join

algorithm. In DoJoin, the neighboring databases 𝐷1 and 𝐷2 should

contain the same primary key table and their foreign-key tables

have the same length but differ in one record. DoJoin improves the

standard oblivious foreign key join in three aspects. First, we use

the more efficient bucket oblivious sort [10] replacing the bitonic

sort used in ObliDB. Compared with bitonic sort, bucket oblivious

2⊲⊳ is normally used for natural join, we abuse the notion here.
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sort has better asymptotic complexity (𝑂 (𝑛 log𝑛) compared with

𝑂 (𝑛 log2 𝑛)) and still relatively small constant 6. Second, our algo-

rithm only sorts the input once, removing filler tuples is done by

our differential oblivious filtering algorithm (Algorithm 1, §3.1).

Lastly, our algorithm pads filler tuples in the output to the size of

differential obliviousness requirement, rather than to the worse

case size, which could be much smaller in practice.

Algorithm 3 DoJoin: DO Foreign Key Join

1: procedure DoJoin(𝑅, 𝑆, 𝑘𝑅, 𝑘𝑆 , 𝜖, 𝑠) ⊲ Theorem 3.4

2: ⊲ 𝑘𝑅 is the PK of 𝑅, 𝑘𝑆 is a FK in 𝑆 referring 𝑘𝑅
3: pad the size of each row of 𝑅 and 𝑆 to the greater row size

of 𝑅 and 𝑆

4: 𝑅′ ← 𝜌 (mark(𝑅, ‘r’), 𝑘𝑅 → 𝑘)
5: 𝑆 ′ ← 𝜌 (mark(𝑆, ‘s’), 𝑘𝑆 → 𝑘)
6: 𝐼 ← BucketObliviousSort(𝑅′ | |𝑆 ′, 𝑘 | |𝑚𝑎𝑟𝑘)
7: 𝑡 ← ⊥ ⊲ Current tuple from 𝑅 to be joined

8: 𝐼 ′ ← ∅
9: for 𝑥𝑖 ∈ 𝐼 do
10: if 𝑥𝑖 .𝑚𝑎𝑟𝑘 = ‘r’ then
11: 𝑡 ← 𝑥𝑖
12: 𝐼 ′ ← 𝐼 ′ | |⊥ ⊲ ⊥ means filler tuple

13: else ⊲ 𝑥𝑖 .𝑚𝑎𝑟𝑘 = ‘s’

14: 𝐼 ′ ← 𝐼 ′ | | (𝑥𝑖 ∪ 𝑡)
15: end if
16: end for
17: 𝑇 ← DoFilter(𝐼 ′, ID, 𝜆𝑡 .𝑡 ≠ ⊥, 𝜖, 𝛿) ⊲ remove filler tuples,

Algorithm 1.

18: return
19: end procedure

We present DoJoin in Algorithm 3. Let 𝑅 and 𝑆 be the primary

key and foreign key tables. 𝑘𝑅 is the PK of 𝑅, 𝑘𝑆 is a FK in 𝑆 referring

𝑘𝑅 . DoJoin first pads tuples from 𝑅 and 𝑆 to the same size and adds

an additional “mark column” to each tuple to mark which relation

it comes from. This result in 𝑅′ and 𝑆 ′ (line 3 - 5). Next, DoJoin
concatenates 𝑅′ and 𝑆 ′ (𝑅′ | |𝑆 ′) and then sort the result first by the

key column and then by the mark column. For tuples with the same

key, the tuple from 𝑅′ will always be read first (if it exists). Now,

DoJoin sequentially scans the sorted table: if a tuple from 𝑅′ is
scanned, assign it to the working tuple, and output a filler tuple to

the output (line 9 - 11); if a tuple from 𝑆 ′ is scanned, we join it with

the working tuple and write the joined tuple to the output (line 13).

Lastly, we call DoFilter to remove the filler tuples.

Theorem 3.4 (Main result for join). For any 𝜖 ∈ (0, 1), 𝛿 ∈ (0, 1),
input 𝐼 with size 𝑁 , private memory of size𝑀 and result size 𝑅, there
is an (𝜖, 𝛿)-differentially oblivious and distance preserving foreign key
join algorithm (DoJoin in Algorithm 3) that uses𝑂 (log(1/𝜖)·log1.5 𝑁 ·
log(𝑁 /𝛿)) private memory and has 6(𝑁 /𝐵) log(𝑁 /𝐵) + (𝑁 + 𝑅)/𝐵
cache complexity, and its output size is 𝑅 + poly log(𝑁 ).

Proof. DoJoin is (𝜖, 𝛿)-differentially oblivious follows that Buck-
etObliviousSort is fully oblivious andDoFilter is (𝜖, 𝛿)-differentially
oblivious with 𝑂 (log(1/𝜖) · log1.5 𝑁 · log(𝑁 /𝛿)) private memory.

DoJoin requires sorting 𝑅′ | |𝑆 ′ obliviously once. It uses Bucke-

tOblivousSort, which has cache complexity of 6(𝑁 /𝐵) log𝑁 /𝐵.

Additionally, the DoJoin algorithm uses the DoFilter algorithm

which has a cache complexity (𝑁 + 𝑅)/𝐵. Thus, the cache complex-

ity of DoJoin is 6(𝑁 /𝐵) log(𝑁 /𝐵) + (𝑁 + 𝑅)/𝐵. From the output

size of DoFilter algorithm, we know the output size of DoJoin is

𝑅 + poly log(𝑁 ). □

4 DIFFERENTIALLY PRIVATE DISTINCT
COUNT

In this section, we describe a differentially private distinct count

algorithm based on [12]. We first prove the main technical lemmas

about order statistics properties of random sampling in §4.1. Next,

we define (𝜖, 𝛿)-sensitivity and introduce the Laplacian mechanism

for (𝜖, 𝛿)-sensitivity in §4.2. This follows by our analysis of [12]: its

(𝜖, 𝛿)-sensitivity and its approximation ratio concentration. Last,

we develop a differentially private distinct count algorithm (Algo-

rithm 5) based on [12], which is used to implement DoGroupℎ

(Algorithm 2) with approximation parameter 𝜂 = 0.1.

4.1 Order Statistics Properties of Random
Sampling

For any integer 𝑛, we use [𝑛] to denote the set {1, 2, · · · , 𝑛}. Let
𝑥1, 𝑥2, . . . , 𝑥𝑛 ∼ [0, 1] be independently and uniformly sampled,

and let 𝑥 (1) ≤ 𝑥 (2) ≤ · · · ≤ 𝑥 (𝑛) be the order statistics of the

samples {𝑥𝑖 }𝑛𝑖=1. For simplicity, we write 𝑦𝑖 = 𝑥 (𝑖) to align with the

notation above, so that 𝑦𝑖 is the 𝑖-th smallest value in {𝑥𝑖 }𝑛𝑖=1. Fix
any 1 ≤ 𝑡 ≤ 𝑛/2. Our goal is to prove that | 1𝑦𝑡 −

1

𝑦𝑡+1
| ≤ 𝑂 ( 𝑛

𝑡2
)

with large constant probability. We begin with the following simple

claim which lower bounds 𝑦𝑡 . We note that the bound improves for

larger 𝑡 , so one can use whichever of the two bounds is better for a

given value of 𝑡 . We delay the proof of Claim 4.1 to Section B.1.

Claim 4.1. Let 𝑡 ∈ [𝑛], and fix any 0 < 𝛿 < 1/2. Then we have the
following two bounds:

(1) Pr[𝑦𝑡 > 𝛿 𝑡
𝑛 ] ≥ 1 − 𝛿 .

(2) Pr[𝑦𝑡 > 𝑡
2𝑛 ] ≥ 1 − exp(−𝑡/6).

We now must lower bound 𝑦𝑡+1, which we do in the following

claim. We delay the proof to Section B.1.

Claim 4.2. Fix any 4 < 𝛼 < 𝑛/2, and 1 ≤ 𝑡 ≤ 𝑛/2. Then we have

Pr[𝑦𝑡+1 < 𝑦𝑡 + 𝛼/𝑛] ≥ 1 − exp(−𝛼/4) .

We then want to bound | 1𝑦𝑡 −
1

𝑦𝑡+1
| in the following lemma and

delay the proof to Section B.1.

Lemma 4.3. Fix any 0 < 𝛽 ≤ 1/2, 1 ≤ 𝑡 ≤ 𝑛/2, and 𝛼 such that
4 < 𝛼 < 𝛽𝑡/2. Then we have the following two bounds:

(1) Pr[| 1𝑦𝑡 −
1

𝑦𝑡+1
| < 𝛼

𝛽2
𝑛
𝑡2
] ≥ 1 − 𝛽 − exp(−𝛼/4).

(2) Pr[| 1𝑦𝑡 −
1

𝑦𝑡+1
| < 4𝛼 𝑛

𝑡2
] ≥ 1 − exp(−𝑡/6) − exp(−𝛼/4).

Remark 4.4. Notice that the above lemma is only useful when 𝑡 is

larger than some constant, otherwise the bounds 4 < 𝛼 < 𝛿𝑡/2 for
0 < 𝛿 < 1/2 will not be possible. Note that if we wanted bounds on

| 1𝑦𝑡 −
1

𝑦𝑡+1
| for 𝑡 smaller than some constant, such as 𝑡 = 1, 2, ect.

then one can simply bound | 1𝑦𝑡 −
1

𝑦𝑡+1
| < 1

𝑦𝑡
and apply the results

of Claim 4.1, which will be tight up to a (small) constant.
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Algorithm 4 Distinct Count [12]

1: procedure DistinctCount(𝐼 , 𝑡 ) ⊲ Lemma 4.9

2: 𝑑 ← ∅ ⊲ 𝑑 is a priority-queue of size 𝑡

3: for 𝑥𝑖 ∈ 𝐼 do
4: 𝑦 ← ℎ(𝑥𝑖 ) ⊲ ℎ: [𝑚] → [0, 1], is a PRF
5: if |𝑑 | < 𝑡 then
6: 𝑑.push(𝑦)
7: else if 𝑦 < 𝑑.top() ∧ 𝑦 ∉ 𝑑 then
8: 𝑑.pop()
9: 𝑑.push(𝑦)
10: end if
11: end for
12: 𝑣 ← 𝑑.top()
13: return 𝑡/𝑣
14: end procedure

Algorithm 5 DPDistinctCount: Differentially Private Distinct

Count

1: procedure DPDistinctCount(𝐼 , 𝜖, 𝜂, 𝛿) ⊲ Theorem 4.11

2: pQueue← ∅ ⊲ pQueue is a priority-queue of size

𝑡 ⊲ 𝑡 ≥ max

(
3(1 + 𝜂/4) (𝜂/4)−2 log(6/𝛿), 20𝜖−1 (𝜂/4)−1 ·

log(24(1 + 𝑒−𝜖 )/𝛿) · log(3/𝛿))
3: for 𝑥𝑖 ∈ 𝐼 do
4: 𝑦 ← ℎ(𝑥𝑖 ) ⊲ ℎ: [𝑚] → [0, 1], is a PRF
5: if |pQueue| < 𝑡 then
6: pQueue.push(𝑦)
7: else if 𝑦 < pQueue.top() ∧ 𝑦 ∉ pQueue then
8: pQueue.pop()
9: pQueue.push(𝑦)
10: end if
11: end for
12: 𝑣 ← pQueue.top()
13: 𝐺 ← (1 + 3

4
𝜂) 𝑡𝑣 + Lap(20𝜖

−1 𝑛
𝑡 log(24(1 + 𝑒−𝜖 )/𝛿))

14: return 𝐺

15: end procedure

4.2 (𝜖, 𝛿)-Sensitivity
In what follows, let X be the set of databases, and say that two

databases 𝑋,𝑋 ′ ∈ X are neighbors if ∥𝑋 − 𝑋 ′∥1 ≤ 1.

Definition 4.5 (ℓ-sensitivity [37]). Let 𝑓 : X → R be a function.

We say that 𝑓 is ℓ-sensitivity if for every two neighboring databases

𝑋,𝑋 ′ ∈ X, we have |𝑓 (𝑋 ) − 𝑓 (𝑋 ′) | ≤ ℓ .

Theorem 4.6 (The Laplace Mechanism [36]). Let 𝑓 : X → R be
a function that is ℓ-sensitive. Then the algorithm 𝐴 that on input
𝑋 outputs 𝐴(𝑋 ) = 𝑓 (𝑋 ) + Lap(0, ℓ/𝜖) preserves (𝜖, 0)-differential
privacy.

In other words, we have Pr[𝐴(𝑋 ) ∈ 𝑆] = (1 ± 𝜖) Pr[𝐴(𝑋 ′) ∈ 𝑆]
for any subset 𝑆 of outputs and neighboring data-sets 𝑋,𝑋 ′ ∈
X. We now introduce a small generalization of pure sensitivity

(Definition 4.5), that allows the algorithm to not be sensitive with a

very small probability 𝛿 . The difference between ℓ-sensitivity and

(ℓ, 𝛿)-sensitivity is precisely analogous to the difference between

𝜖-differential privacy and (𝜖, 𝛿)-differential privacy, where in the

latter we only require the guarantee to hold on a 1 − 𝛿 fraction of

the probability space. Thus, to achieve (𝜖, 𝛿)-differential privacy (as
is our goal), one only needs the weaker (ℓ, 𝛿) sensitivity bounds.

Definition 4.7 ((ℓ, 𝛿)-sensitive). Fix a randomized algorithm A :

X×𝑅 → Rwhich takes a database𝑋 ∈ X and a random string 𝑟 ∈ 𝑅,
where 𝑅 = {0, 1}𝑚 and𝑚 is the number of random bits used. We say

thatA is (ℓ, 𝛿)-sensitive if for every𝑋 ∈ X there is a subset 𝑅𝑋 ⊂ 𝑅

with |𝑅𝑋 | > (1 − 𝛿) |𝑅 | such that for any neighboring datasets

𝑋,𝑋 ′ ∈ X and any 𝑟 ∈ 𝑅𝑋 we have |A(𝑋, 𝑟 ) − A(𝑋 ′, 𝑟 ) | ≤ ℓ

Notice that our algorithm for count-distinct is (𝑂 (𝛼 𝑛
𝑡 ),𝑂 (𝑒

−𝑡 +
𝑒−𝛼 ))-sensitive, following from the technical lemmas proved above.

We now show that this property is enough to satisfy (𝜖, 𝛿)-differential
privacy after using the Laplacian mechanism.

Lemma 4.8. Fix a randomized algorithm A : X × 𝑅 → R that
is (ℓ, 𝛿)-sensitive. Then consider the randomized laplace mechanism
A which on input 𝑋 outputs A(𝑋, 𝑟 ) + Lap(0, ℓ/𝜖) where 𝑟 ∼ 𝑅 is
uniformly random string. Then the algorithm A is (𝜖, 2(1 + 𝑒𝜖 )𝛿)-
differentially private.

The proof is delayed to Section B.2.

4.3 Analysis of Distinct Count
In this section, we thoroughly analyze the properties of Distinct

Count [12]. We first describe the algorithm in Algorithm 4. Then

we prove its (ℓ, 𝛿)-sensitivity in Lemma 4.9 and a tighter (𝜖, 𝛿)-
approximation result in Lemma 4.10 (compared with the approxi-

mation result in [12]).

Sensitivity of distinct count. By analyzing the Distinct Count Al-
gorithm 4, we show that it is (20 log(4/𝛿) 𝑛𝑡 , 𝛿)-sensitive in Lemma 4.9.

We will use its sensitivity to design our differential private distinct

count algorithm 5.

Lemma 4.9 (Sensitivity of DistinctCount). Assume 𝑟 ∈ 𝑅 is the
source of randomness of the PRF in DistinctCount (Algorithm 4), where
𝑅 ∈ {0, 1}𝑚 , 𝑛 is the number of distinct element of the input, for any
16 < 𝑡 < 𝑛/2, DistinctCount is (20 log(4/𝛿) 𝑛𝑡 , 𝛿)-sensitive.

The proof is delayed to Section B.3.

Lemma for approximation guarantees. Then we show the ap-

proximation guarantees for the Distinct Count with high probability

in Lemma 4.10.

Lemma 4.10. Let 𝑥1, 𝑥2, . . . , 𝑥𝑛 ∼ [0, 1] be uniform random vari-
ables, and let 𝑦1, 𝑦2, . . . , 𝑦𝑛 be their order statistics; namely, 𝑦𝑖 is the
𝑖-th smallest value in {𝑥 𝑗 }𝑛𝑗=1. Fix 𝜂 ∈ (0, 1/2), 𝛿 ∈ (0, 1/2). Then if
𝑡 > 3(1 + 𝜂)𝜂−2 log(2/𝛿), with probability 1 − 𝛿 we have

(1 − 𝜂) · 𝑛 ≤ 𝑡

𝑦𝑡
≤ (1 + 𝜂) · 𝑛.

The proof is delayed to Section B.3.

4.4 Differentially Private Distinct Count
We present our main result for differentially private distinct count

algorithm below:

Theorem 4.11 (main result). For any 0 < 𝜖 < 1, 0 < 𝜂 < 1/2,
0 < 𝛿 < 1/2, there is an distinct count algorithm (Algorithm 5) such
that:
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(1) The algorithm is (𝜖, 𝛿)-differentially private.
(2) With probability at least 1 − 𝛿 , the estimated distinct count 𝐴

satisfies:

𝑛 ≤ 𝐺 ≤ (1 + 𝜂) · 𝑛,
where 𝑛 is the number of distinct elements in the data stream.

The space used by the distinct count algorithm is

𝑂

(
(𝜂−2 + 𝜖−1𝜂−1 log(1/𝛿)) · log(1/𝛿) · log𝑛

)
bits.

The proof is delayed to Section B.4.

Claim 4.12. For any 0 < 𝛿 ≤ 10
−3, 0.1 ≤ 𝜂 < 1 and 0 < 𝜖 < 1,

then we have

3(1 + 𝜂/4) · (𝜂/4)−2 · log(6/𝛿)
≤ 25𝜖−1 (𝜂/4)−1 · log(24(1 + 𝑒−𝜖 )/𝛿) · log(3/𝛿) .

The proof is delayed to Section B.4.

Lemma 4.13. For any 0 < 𝜖 < 1, 0 < 𝛿 ≤ 10
−3, there is an distinct

count algorithm (Algorithm 5) such that:
(1) The algorithm is (𝜖, 𝛿)-differentially private.
(2) With probability at least 1 − 𝛿 , the estimated distinct count 𝐺

satisfies:

𝑛 ≤ 𝐺 ≤ 1.1𝑛,

where 𝑛 is the number of distinct elements in the data stream.
The space used by the distinct count algorithm is

𝑂

(
(100 + 10𝜖−1 log(1/𝛿)) · log(1/𝛿) · log𝑛

)
bits.

The proof is delayed to Section B.4.

5 MEASURING EMPIRICAL SPEEDUP
We evaluate our DO operators on Big Data Benchmark [6]. We com-

pare our performance with ObliDB [39], and Spark SQL [9]. We run

our experiments on a machine with Intel Core-i7 9700 (8 cores @

3.00GHz, 12MB cache). The machine has SGX hardware and 64GB

DDR4 RAM, and it runs Ubuntu 18.04 with SGX Driver version 2.6,

SGX PSW version 2.9, and SGX SDK version 2.9. We set the SGX

max heap size as 224 MB and EPC page swapping will be triggered

during processing large tables. We fill data from the Big Data Bench-

mark [6]. We evaluate the performance under three tiers of input

table sizes: For filter operator benchmark, Rankings table contains
small (100K), medium (1M), large (10M) rows and each Rankings
row is 308 bytes. For groupby operator benchmark, UserVisits ta-
ble contains small (300K), medium (3M) and large (30M) rows and

each UserVisits row is 529 bytes. For foreign key join benchmark,

Rankings and UserVisits contain small (100K, 300K), medium (300K,

900K), large (1M, 3M) rows. All codebases are compiled and run

under SGX prerelease and hardware mode. We do not compare

our operators with those in Opaque [83]. This is because Opaque’s

open-sourced version does not pad the result of an operator to the

worse-case length, which means Opaque’s open-sourced version

does not satisfy the notion of full obliviousness.

Setting Privacy Parameters We set 𝜖 to 1 and 𝛿 to 2
−30

, which

is negligible small (e.g. 𝛿 < 1/𝑁 , where 𝑁 is the size of the data).

These settings follows the standard privacy settings in differentially

private systems such as PINQ [58], Vuvuzela [76], and RAPPOR [38].

To further optimize the privacy parameters, we use numeric sim-

ulation to calculate a tighter bound of the differentially private

mechanism when possible. For example, for the binary mechanism

[24] that we used as a DP oracle in Algorithm 1, we can simulate its

approximation error by repeating random trials of sum of Laplace

noises. Figure 4 shows the simulation result. We can observe that

the sum of independently sampled Laplace noises grows linearly as

the
1

𝛿
grows exponentially. We can estimate the error by assuming

linear growth of |𝑌 | over 1

𝛿
’s exponentially growth when 𝛿 is too

small to simulate.

5.1 Comparison to Prior Work
We now evaluate our three DO operators: selection with projection,

grouping with aggregation, and foreign key join. The Big Data

Benchmark [6] directly contains benchmarks to evaluate selection

with projection and grouping with aggregation. Our DO operators

only insert dummy tuples to the results to ensure that our memory

access pattern is differentially private and do not add noise to the

query results. Hence the accuracy of returned results is not affected.

Benchmark #1: Selection with projection:
SELECT pageURL, pageRank
FROM rankings
WHERE pageRank > 1000

The first benchmark performs a selection with projection on

rankings table. We compare the performance of ours with Spark

SQL, ObliDB in Figure 1, Figure 2, and Figure 3. Compared with

non-encrypted and non-oblivious spark SQL, for moderately large

size datasets, ours exhibits 7.8 − 26.0x overhead. As shown in §5.2,

our overhead mostly comes from encryption and decryption when

moving data in and out of SGX enclave memory. The performance

gain comes from the batched read and write implemented in our

system. Compared with oblivious systems, we are 1.5 − 3.7× faster

than ObliDB in benchmark 1. This performance gain comes from

more efficient algorithm and the less padding size brought by the

differential obliviousness.

Benchmark #2: Grouping with aggregation:
SELECT SUBSTR(sourceIP, 1, 8), SUM(adRevenue)
FROM uservisits
GROUP BY SUBSTR(sourceIP, 1, 8)
The second benchmark aggregates the sum of adRevenue based on

their sourceIP column over UserVisits table. Compared with non-

encrypted and non-oblivious spark SQL, for moderately large size

datasets(300K - 30M), ours exhibits 12.4 − 105.7x overhead. For

grouping with aggregation over UserVisits table of 300K rows, ours

has similar performance with ObliDB. However, ObliDB’s grouping

operator assumes that the aggregation statistics of all the distinct

groups (up to 400,000 under current SGX enclave memory capacity)

can fit in enclave memory so that it can calculate the aggregation

results in just one pass, but this assumption does not hold for

UserVisits table of 3 million rows and more. ObliDB fails to run

grouping with aggregation over UserVisits table of 30 million rows
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operations to perform secure code execution and data access, and

ensures that the program always runs for a pre-configured time in-

terval Apart fromORAM,many other oblivious data structures have

been proposed, such as oblivious priority queues [50, 72]. Apart

from differential obliviousness [23], Allen et al. [5] proposed a se-

curity model, ODP, which combines differential obliviousness and

differential privacy. This model is useful when both the published

result and the memory access pattern need to be protected.

OtherWays ofMitigating SGX Side-channel Vulnerability. DR.SGX
[21] designs and implements a compiler-based tool that instruments

the enclave code, permuting data locations at fine granularity. By

periodically re-randomizing all enclave data, DR.SGX can prevent

correlation of repeated memory accesses. T-SGX [73] ensures that

no page fault sequence will be leaked to attackers via Intel Trans-

actional Synchronization Extensions (TSX) in order to mitigate the

memory side channel attacks.

Differential Privacy. Another related development is differential

privacy. Since its introduction [36], differential privacy has become

the de facto standard for protecting user privacy. Many differen-

tial privacy data analytics systems have been developed, such as

PINQ [58], FLEX [51], GUPT [62], PrivateSQL [55]. In this paper, we

use a differentially private prefix-sum algorithm [24] as a building

block of our differentially oblivious filtering algorithm. Additionally,

we uses two established theoretical results in differential privacy,

the group privacy theorem [75] and the basic composition [37].

7 DISCUSSION
Our paper presents the first step towards using different oblivious-

ness in databases. Although several theoretical papers have already

been moving in this direction [23, 27], our paper is the first one

that have designed and implemented database operators and show

their empirical speedup against fully oblivious operators. The result

is promising: we show that differentially oblivious operators can

deliver up to 7.4 × performance improvement. Now, one interesting

question is how far away we are from an end-to-end differentially

oblivious database. This is admittedly our original goal for the

project, however, we have encountered substantial challenges. We

want to leave them as future works for the research community.

Operator Composition. A complex SQL query needs to combine

multiple operators. DO operators are defined on two neighboring

databases. Let’s imagine we want to apply a differentially oblivious

operatorM2 to the outcome of another differentially oblivious op-

eratorM1. To ensure differential obliviousness end-to-end, we need

to make sureM1 is distance-preserving. We say that an operator is

distance preserving, iff when applying the operator to two neigh-

boring databases, the two output databases are still neighboring

databases. This is required becauseM2’s obliviousness guarantee

depends on the inputs toM2 to be neighboring databases. It is

unclear how to build database operators that are both distance pre-

serving and DO. Operators such as join are particularly challenging

because join can increase distance. To date, there is only a theoreti-

cal work [84] that is able to compose DO database operators but

there is a long way towards practical DO composability.

Query Optimization. When we have more differentially oblivious

operators in the future (e.g,. sort-based grouping with aggregation,

hash-based join) and need to run multiple operators to serve one

SQL query, we need to choose which operator to use to accelerate

query execution. For example, how do we choose sort-based group-

ing with aggregation or hash-based grouping with aggregation for

a given query, and how to generate the optimal query execution

plan will be another interesting problem to solve.

Access Patterns for Private Memory. Our design patches the side

channel of the access pattern leakage for the public memory. The

hardware we implement our algorithms on, Intel SGX, has known

vulnerabilities for the access pattern leakage for the privatememory,

and this can also leak sensitive information. Specifically, popular

commodity processors (even the ones with secure enclaves such as

Intel SGX) allow time-sharing of the same on-chip cache among

different processes. This leads to a series practical cache-timing

attacks [16, 35, 69, 81, 82]. Fortunately, we can harden our imple-

mentation against cache-timing attacks without dramatic changes.

The recipe is to make the algorithms and data structures within

private memory oblivious as well. For example, we can change

our implementation of bucket oblivious sort (in DoGroup𝑠 and

DoJoin) so that it is oblivious within private memory. We can also

use oblivious priority queues such as [72] to implement the priority

queue in Algorithm 5. Our comparison with ObliDB is fair: both

ObliDB and our implementation do not consider private enclave

memory access pattern leakage.

8 CONCLUSION
Preventing data leakage in cloud databases has become a criti-

cal problem. Leveraging secure execution in hardware enclaves,

such as Intel SGX, is not enough to prevent an attacker from

breaking data confidentiality by observing the access patterns of

encrypted data. Ensuring oblivious access patterns can lead to

substantial performance overheads. In this paper, we study how

to incorporate into databases one new notion of obliviousness,

differential obliviousness, a novel obliviousness property which en-

sures that memory access patterns satisfy differential privacy. We

design and implement Adore: A set of Differentially Oblivious
RElational database operators, and we formally prove that they

satisfy the notion of differential obliviousness. Our evaluations

show that our differentially oblivious operators outperform the

state-of-the-art fully oblivious databases by up to 7.4× on Big Data

Benchmark dataset with the same hardware configuration.
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