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Abstract

Modern cloud datacenters support a wide range of distributed and data-intensive ap-
plications, from machine learning training to large-scale analytics and microservices. How-
ever, the networking abstractions available to these applications remain largely unchanged,
continuing to expose a low-level, byte-stream interface that lacks awareness of application
semantics. This rigid separation between applications and the network prevents cross-layer
optimizations, forcing applications to either remain oblivious to network conditions or im-
plement inefficient, ad hoc workarounds.

To address this gap, this dissertation explores pushing networking abstractions up the
stack, enabling closer integration between application communication semantics and network
infrastructure. Specifically, it investigates how cloud applications can leverage richer, intent-
aware networking services rather than treating the network as an opaque transport layer.
By doing so, we can bridge the divide between application logic and network behavior,
improving efficiency, adaptability, and manageability in cloud environments.

We present two fully implemented systems and one forward-looking design proposal that
exemplify this approach. NetHint enables applications to dynamically optimize data trans-
fers by exposing real-time network hints, breaking the cloud’s black-box networking model.
It improves collective communication throughput by up to 2.7x by allowing applications to
adapt to network conditions. mRPC rethinks Remote Procedure Call (RPC) handling by
moving it into a managed OS service, eliminating redundant processing in per-application
proxies and reducing RPC latency by up to 2.5x. Finally, NUSE explores a more flexi-
ble, hybrid kernel-userspace networking architecture, demonstrating how the OS itself can
evolve to support diverse application-specific network processing needs. While NetHint and
mRPC focus on immediate performance gains, NUSE represents a broader vision for making
networking extensible in future cloud platforms.

Together, these contributions validate the core dissertation statement: that a closer
integration between application communication semantics and network infrastructure is es-

sential to improving efficiency and flexibility in cloud datacenters. By breaking traditional

iv



abstraction barriers and enabling controlled information sharing across layers, we achieve
significant gains in performance, manageability, and scalability, without sacrificing security
or generality. By exposing richer network semantics and shifting key communication ser-
vices into the system layer, we pave the way for more efficient, adaptable, and programmable

cloud networking architectures.
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1. Introduction

The interface between application and networking has significantly evolved over the
past decades. Early distributed applications relied on general-purpose, low-level socket
interfaces for communication, which offered a simple but primitive abstraction of sending
and receiving bytes over the network. This model gave developers flexibility but forced
them to manage many details of communications (e.g., message framing, reliability, load
balancing) on their own. As systems became more complex and performance-demanding,
higher-level workload-specific networking A PI has emerged—for example, Remote Procedure
Call (RPC) frameworks for microservices, object-oriented key-value stores for distributed
state management, and collective communication for synchronizing gradients and parameters
in recent learning systems. These specialized APIs encapsulate common communication
patterns, easing developer burden and often improving efficiency for their target workloads.
This evolution reflects a broader trend: moving up the stack to provide developers with
abstractions that match their application semantics, rather than the low-level mechanics of
networks.

To bridge the gap between high-level networking primitives and the low-level byte-
oriented networking interfaces, the classic approach has been using layered abstraction:
build higher-level communication libraries on top of low-level socket send/recv or IBVerbs
primitives. For example, RPC libraries marshal object into bytes, and frameworks assem-
ble complex communication patterns from simple message sends. This layer-by-layer design
proved effective in early networked systems, hiding complexity behind clean APIs without
modifying underlying network mechanisms. However, as we enter the cloud era, and as
greater needs rise in flexible application traffic management and performance, this tradi-

tional approach is facing challenges.
1.1 Challenges Arising in Cloud and Large-Scale Applications

As applications migrate to cloud environments and scale to thousands of interconnected

components, the old model of strictly layered networking abstractions is breaking down.



Two key challenges have emerged:

¢ Opaque network abstraction in the cloud. Cloud providers typically present the
network to tenants as a black-box service, revealing little about underlying conditions.
Applications running in public clouds cannot see vital network information, such as
current congestion, topology, or the presence of competing traffic, through standard
socket APIs. High-level libraries built on these opaque abstractions cannot easily
adapt to network variability, often leading to suboptimal performance. In essence,
distributed applications must make data transfer decisions without insight into the
network’s state, which can result in inefficient use of bandwidth and increased tail

latencies [46].

¢ RPC traffic management at scale. When an application is composed of many mi-
croservices, the need of gaining greater visibility and control over RPC communication
grows. The conventional solution ties and RPC stub library into each application and
then deploys sidecar proxies (or a service mesh) alongside each service to enforce poli-
cies (load balancing, security, monitoring). This adds substantial overhead and com-
plexity [45]. The sidecar proxy ends up re-inspecting and modifying RPC messages
that the application already assembled, incurring redundant (un)marshalling. More-
over, implementing global policies (like rate limiting across multiple applications) in a
decentralized way across proxies is cumbersome, and upgrades to new network features
(e.g., RDMA or high-performance NIC capabilities) require upgrading every microser-
vice’s RPC library. In short, the current RPC management model struggles to scale

efficiently—it sacrifices performance and makes consistent policy enforcement difficult.
1.2 Underlying Cause: The Byte-Level Interface Barrier

The fundamental root cause of these conflicts is the narrow, byte-level interface between
applications and the network system. Today’s operating systems and transport protocols
are built to send and receive raw bytes; any higher-level meaning of those bytes is known

only to the application. This strict separation makes cross-layer cooperation or optimization



nearly impossible. The system cannot optimize data transfers or scheduling beyond generic
strategies (e.g., FIFO packet queues, general congestion control algorithms) because it lacks
application semantics; it does not know which streams correspond to high-priority RPCs or
which flows are performing an all-to-all shuffle for a big data job. Conversely, the application
cannot make fully informed decisions because it is blind to the system and network state; it
does not know if the network is congested, which path its traffic takes, or how resrouces are
shared with co-located services.

In traditional settings, this separation was an acceptable trade-off, as applications ran
on relatively static infrastructure or controlled, single-tenant clusters where either conserva-
tive, one-size-fits-all network policies sufficed, or customization can be made with relatively
low effort. Further, applications were often less sensitive to communication efficiency, as
performance bottlenecks typically lay elsewhere, such as in computation or storage.

In cloud datacenters, however, the cost of the “dumb pipe” approach is much higher.
Today’s could applications become increasingly distributed by design, often structured as
microservices or large-scale prarllel jobs that rely heavily on fine-grained RPCs or collective
communications. Without some form of information exchanges or coordination across the
application-network boundary, we miss opportunities for optimization (as seen in the black-
box cloud networking issue) and we incur unnecessary overheads (as seen in the RPC/sidecar
issue). These inefficiencies point to a need for rethinking the division of responsibilities

between applications and the networking stack.

1.3 Moving up the stack: High-Level Networking APIs Baked Into
Systems

Given these challenges, a natural question arises: what if the system provided high-
level, intent-based networking APIs to applications, rather than just byte streams? In other
words, suppose cloud applications could directly convey their communication intents (such
as “broadcast this dataset” or “call this remote function with policy X”) to the underlying
system, and in return obtain insight or assistance from the network. How would such

applications be designed, and how would such a system be structured?
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This dissertation explores these questions. Elevating the application-network interface
requires addressing two sides of the co-design coin: (1) Application adaption: applications
would need to make use of richer network semantics, scheduling transfers or structuring
communication with awareness of network conditions and services. (2) System design: the
operating system and networking stack would need a flexible architecture capable of support
diverse high-level APIs (for RPCs, collective communications, etc.) efficiently and safely.
The system must expose more information or services to applications without compromising
security isolation or performance. Achieving this is a balancing act: we seek to retain the
flexibility of user-level libraries (which can evolve rapidly and crate to application needs)

while obtaining the efficiency and centralized control of kernel-level mechanisms.
1.4 Dissertation Statement

In this dissertation, I argue that improving communication efficiency without compromis-
ing generality and security in cloud datacenters calls for a redesign of the interface between
applications and networking systems, both in what information and abstraction is exposed

across it, and in where key communication logic should reside.
1.5 Contributions

To support this dissertation statement, the dissertation introduces and evaluates three
synergistic systems that bridge the gap between application-level intent and network-level

mechanism:

NetHint A system that breaks the network black-box by providing applications with net-
work hints. NetHint establishes an interactive feedback loop between cloud tenants and
the provider: the cloud shares indirect but useful network information (such as topology
of the tenant’s virtual machines, current bandwidth usage, and locations of congestions),
and applications use these hints to schedule data transfers more intelligently. By exposing
selected network internals to data-intensive applications, NetHint allows cross-layer opti-
mizations that was previously impossible. For example, an deep learning traning job can

choose and all-reduce ring/tree that avoids congested links. The NetHint design supplies rich

4



network context with minimal overhead on the provider side, and it improves application-
level throughput and completion times (e.g., speeding up collective operations by up to 2.7 x

in experiments).

mRPC A re-imagination of RPC as a managed OS service rather than an application-level
library. mRPC elevates RPC handling into operating system, where a dedicated system
service takes over tasks like argument marshalling, message routing, and policy enforcement.
By doing so, we eliminate the redundant work done by sidecar proxies and enable a single,
authoritative point for applying policies. Applications still define their RPC interfaces as
usual, but the heavy-lifting of serialization and applying network policies (load balancing,
encryption, rate limits, etc.) happens within mRPC’s domain. This co-design drastically
reduce per-call overhead. For instance, mRPC speeds up a standard microservice benchmark
by up to 2.5x compared to the conventional approach that uses user-library with a sidecar.
Meanwhile, it simplifies management, as updates to RPC handling (e.g., adopting RDMA
for transport or changing a security policy) can be deployed in one place and immediately

benefit all applications.

NUSE NUSE demonstrates that an operating system can be made extensible even in its
data-plane APIs without incurring large performance penalties, thereby providing a path
to support diverse application-specific network primitives and host-networking innovations
inside the system. This contribution generalizes the lessons of the earlier case studies,
examining how far “up the stack” we can push networking services in a cloud operating

system, and what the costs and benefits are under real workloads.
1.6 Impact and Organization of the Dissertation

Pushing networking abstractions closer to application needs—moving up the stack—is a
powerful strategy to resolve the tension between applications and cloud networking infras-
tructure. The contributions of this dissertation validate this idea across different levels of
system design. NetHint and mRPC serve as concrete case studies, demonstrating that tar-

geted application-network co-design can yield immediate gains in performance and manage-



ability. NetHint’s approach to exposing network hints has already influenced other research
efforts, such as its simulator being utilized in MCCS [281], showing broader applicability
beyond the scope of this dissertation. mRPC, by shifting RPC management into the OS,
simplifies policy enforcement and reduces overhead, providing an alternative to sidecar-based
architectures.

NUSE broadens the perspective by exploring a flexible OS architecture for networking,
proposing a hybrid user-kernel approach that could enable greater adaptability in cloud
systems. While NUSE remains a design proposal rather than a fully implemented system,
it lays the groundwork for future research in modular and extensible network processing
frameworks. These results collectively show that while the desirability of richer, cross-
layer interfaces is universal, the means of achieving them can vary—some cases benefit
from exposing selective network information, while others may require fundamental shifts
in system architecture.

The rest of this dissertation is organized as follows. Chapter 2 presents the design, im-
plementation, and evaluation of NetHint, detailing how hint generation and consumption
work, and quantifying its benefits for various data-intensive workloads. Chapter 3 details
mRPC, describing the system architecture, and experimental results comparing it to conven-
tional RPC frameworks. Chapter 4 introduces NUSE as a forward-looking design proposal,
exploring the feasibility of a hybrid user-kernel networking architecture to enable greater
flexibility in cloud networking. While not fully implemented, it outlines key challenges, po-
tential benefits, and directions for future research in modular network processing. Finally,
chapter 5 concludes the dissertation, summarizing the key findings, discussing their broader
implications, and identifying open research questions and opportunities for future work in

application-network co-design.



2. NetHint: White-Box Networking for Multi-Tenant Data
Centers

To bridge the gap between application needs and network capabilities, we must rethink
the network abstraction exposed to cloud tenants. Instead of treating the network as a black
box, an alternative approach is to selectively expose useful network hints that enable appli-
cations to optimize their communication patterns. This leads to the design of NetHint, a
system that provides applications with real-time insights into network topology and conges-
tion, allowing them to dynamically adjust data transfers for improved efficiency. The next
chapter introduces NetHint in detail, demonstrating how a white-box networking approach

can significantly enhance the performance of data-intensive cloud applications.
2.1 Introduction

Data-intensive applications (e.g., network functions, data analytics, deep learning) have
increasingly moved to the cloud for resource elasticity, performance, security, and ease
of management. The performance of the cloud network is critical for these applications’
performance. Cloud providers have thus spent significant effort to optimize various as-
pects of cloud networks, including network topology [238, 104, 245, congestion control and
network stack [229, 7, 304, 135, 128, 102, 264], load balancing [6, 142, 292, 201|, band-
width guarantee [22, 129, 154, 158, 218, 10|, debugging [14, 98|, fault recovery [169], hard-
ware |20, 85, 181, 168|, and virtualization [213].

Today, a cloud provider exposes the network to its tenants as a black box: the cloud
tenants have little visibility into their expected network performance (e.g., a constant worst-
case bandwidth assurance) or the underlying network characteristics including the link-layer
network topology, number of co-locating tenants, and instantaneous available bandwidth.

The black-box model has worked well for decades due to its simplicity. However, with
the emergence of popular data-intensive applications (e.g., data analytics, distributed deep
learning, and distributed reinforcement learning) in the cloud, we observe that such a black-

box model is no longer efficient (§3.2). The crux is that many of these emerging applications
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FIGURE 2.1: Applications have the ability and the incentive to adapt their transfer
schedules based on network characteristics: Consider broadcasting a unit-size data
object from VM A to VM B, C, and D. (a) shows the network characteristics, all links have
bidirectional bandwidth of 1. VM D has upstream background traffic of 0.25. (b) to (d)
show possible broadcast trees and their corresponding broadcast finish time. The arrows
represent traffic flows and the numbers represent the throughput.

have both the ability and the incentive to adapt their transfer schedules based on the un-
derlying network characteristics, but it is difficult to do so with a black-box network.

Consider broadcast, an important communication primitive in reinforcement learning
and ensemble model serving. Figure 2.1 shows an example that VM A broadcasts to VM
B to VM D. Figure 2.1b shows a possible broadcast tree constructed under the black-
box model. Without the underlying network characteristics, the broadcast tree is network-
agnostic, which introduces link stress on the cross-rack link. Figure 2.1c shows a broadcast
tree based on the topology information (i.e., topology-aware), which improves the broadcast
finish time from 2 to % time units by minimizing the cross-rack traffic. Figure 2.1d shows
a broadcast tree based on both the topology and bandwidth information (i.e., network-
aware). It builds an optimal broadcast tree that avoids the congested upstream link on VM
D, further improving the finish time to 1 time unit. The performance gains increase for data
center networks that have larger oversubscription ratios or more skewed traffic.

The above example illustrates a fundamental mismatch between the black-box nature

of existing network abstractions and the ability of a data-intensive application to adapt

its traffic. With the black-box model, the cloud tenant is unaware of the network char-



acteristics, and the cloud provider is unaware of the application communication semantics
and the transfer schedule. This misses an opportunity for the cloud tenants and the cloud
provider to adapt the data flows to the underlying network topology and conditions to en-
hance performance and efficiency for these applications. The potential gains are substantial:
our benchmark experiment on AWS shows that the allreduce latency for a deep learning
experiment varies by up to 2.8 x across different allreduce transfer schedules. One candidate
approach is for applications to probe and profile the network and then plan their data flows
accordingly [176, 9]. A second option is to report their possible transfer schedules to the
provider for the provider to choose. We observe that these alternatives introduce substantial
communication latency and system overhead (§2.2.2).

In this chapter, we explore a white-box approach to resolve this mismatch. One pos-
sibility would be for the cloud provider to expose the physical network topology, the VM
locations, along with bandwidth assurances to the application. However, this approach has
two major drawbacks. First, exposing VM placement and data center network topology
may compromise security for cloud tenants and can raise concerns for the cloud provider
(8§3.2). Second, the bandwidth available to a tenant depends on the communication pat-
terns of other tenants, which may be highly dynamic. Predictions that are not timely or
not accurate may do more harm than good.

This study explores an alternative approach. We design and implement NetHint, a
mechanism for a cloud tenant and cloud provider to interact to enhance the application
performance jointly. The key idea is that the provider provides a hint — an indirect in-
dication of the bandwidth allocation to a cloud tenant (e.g., a virtual link-layer network
topology, number of co-locating tenants, network bandwidth utilization). The tenant appli-
cations then adapt their transfer schedules based on the hints, which may change over time.
NetHint balances confidentiality and expressiveness: on one hand, the hint avoids exposing
the physical network topology or traffic characteristics of other tenants (§4.5). On the other
hand, we show that the hint provides sufficient network information to enable tenants to

plan efficient transfer schedules. (§2.5).



The effectiveness of NetHint relies on addressing three important challenges. First, what
information should the hint contain? We provide each cloud tenant with a virtual link-layer
network topology along with available bandwidth on each link in the virtual topology. This
allows applications to adapt their transfer schedules to avoid network congestion.

The second challenge is how to provide this hint at a low cost. We design a two-layer
aggregation method to collect network statistics on the hosts. We designate a NetHint server
in a rack to aggregate network characteristics in the rack. NetHint servers then use all-to-all
communication to exchange network characteristics globally. A cloud tenant can thus query
its rack-local NetHint server for hints.

The final challenge is how should applications react to the hint. We present several use
cases for NetHint to optimize communication in a range of popular data-intensive applica-
tions including deep learning, MapReduce, and serving ensemble models. The takeaway is
that for all these applications, tenants can use the NetHint information via simple schedul-
ing algorithms. Adaptation also has a downside: hints can be stale and adapting transfer
schedules based on stale information can hurt performance. We design a policy for applica-
tions to adapts flexibly with different hints in different scenarios: applications use temporal
bandwidth information when background network conditions are stable and adaptation over-
head is low, and otherwise applications fall back to using only the time-invariant topology
information (§2.6).

We evaluate the overheads and the potential performance gain of having NetHint in data
centers using a small testbed and large-scale simulations. Our results show that NetHint
speeds up the average performance of allreduce completion time in distributed data-parallel
deep learning, broadcast completion time in ensemble model serving, and MapReduce shuffle
completion time in distributed data analytics by 2.7x, 1.5x, and 1.2x, respectively. More-
over, these benefits are cheap to obtain: NetHint incurs modest CPU, memory, and network
bandwidth overheads.

In summary, this study makes the following contributions:

* We identify a mismatch between the current black-box network abstraction and the com-

10



5Gbps L 33Gbps | ik (10Gbps)

I I

I 1

| | | | - _——

== NE— == I 1 Server
~= = -r——"

| | I l

| I C 1M

. 1D

2 ~¥ Flow
Case 1 Case 2

C

FIGURE 2.2: Examples to illustrate the black-box networking abstraction: tenants
cannot predict their network performance. VM A to D are placed in two servers. All
links have 10 Gbps bandwidth. We assume bandwidth is statically partitioned on the end
host (each VM can get at most 5 Gbps).

munication needs of data-intensive applications.
® We explore a white-box networking approach for multi-tenant data centers.
* We design and implement NetHint, a low-cost system to allow data-intensive applications

to adapt their data transfer schedules to enhance performance.

2.2 Background
2.2.1 Black-Box Networking Abstraction

Today, the networking abstraction a cloud has is merely a per-VM bandwidth allocation
at the end hosts. The abstraction is a black boz: tenants are unaware of the underlying
network characteristics including network topology, number of co-locating tenants, and in-
stantaneous available bandwidth. As a result, the cloud tenants cannot predict their network
performance. Figure 2.2 shows an example. Even with a static allocation of 5 Gbps per VM,
VM A cannot predict its network performance because it depends on the traffic demand
of other VMs. VM A can get only a bandwidth of 3.33 Gbps when two flows of VM C
and D cause congestion inside the network (case 2). Even with work-conserving bandwidth
guarantees, a VM’s network performance depends on other VMs.

To quantify this effect, we benchmark allreduce latency on Amazon Web Service (AWS).

Allreduce is a collective communication primitive that is commonly used for distributed deep
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FIGURE 2.3: Empirical allreduce (256MB) latency of 5 trials. Two trials may have different
VM allocations spatially, and each trial contains 100 consecutive runs. (a) shows 5 trials
over different times of a day. In (b), each line is the latency CDF of a trial. Each vertical
line is the mean latency for a trial. Allreduce latencies vary both across time (up to 2.8x)

and across VM allocations (up to 1.8x).

learning. It aggregates a vector (i.e., gradient updates in deep learning) across all worker
processes (each running in its own VM). In our experiment, we launch 32 g4dn.2XL (with
Linux kernel 5.3) instances in the EC2 US-East-1 region and test ring-allreduce latency
with NVIDIA NCCL (version 2.4.8)—the most popular collective communication library
for deep learning—for 100 consecutive runs. We repeat the above experiment for 5 trials,
and different trials may have different VM placements on the physical topology. Figure 2.3
shows our findings: ring-allreduce performance on 256 MB buffer varies both spatially across
different trials and temporally within a trial. Comparing across different trials, the fastest
trial has a 1.8x better mean performance than the slowest trial; comparing the 100 runs

within a trial, the fastest run is up to 2.8 x faster than the slowest run.
2.2.2 Adaptiveness in Data-Intensive Applications

Besides reinforcement learning and ensemble model serving, which can broadcast model
and input data adaptively, as illustrated in Figure 2.1, we show that many other applications

also have both the ability and incentive to adapt their transfer schedules based on the

underlying network characteristics.

12



Many distributed data analytics workloads contain network-intensive shuffle phases be-
tween different job stages. For example, the shuffle in MapReduce applications creates an
all to all data transfer between the map and reduce stages. The shuffle phase accounts
for a large portion of the execution time for many data analytics workloads [53], and nu-
merous studies [53, 52, 291, 287, 298, 119, 8] have demonstrated that optimizing shuffle
performance significantly improves application performance. Given network characteristics,
distributed data analytics applications can change their transfer schedules (by changing the
task placement) to minimize shuffle completion time. Figure 2.4a shows the shuffle traffic
for a MapReduce job with two mappers (ml and m2) and two reducers (rl and r2). We
observe from Figure 2.4b to Figure 2.4d that allocating mappers and reducers based on the
topology and bandwidth information effectively improves this shuffle completion time from
4 to 2 units. Moreover, emerging task-based distributed systems (e.g., Ray, Dask, Hydro)
support applications with dynamic task graphs. Similar to the MapReduce example, we can
change the transfer schedule of these applications by choosing different VMs to place a task.

Moreover, many deep learning jobs are network-intensive. This claim is validated by
numerous recent studies [49, 290, 236, 125, 105| and observations from production clusters
(e.g., Microsoft 282, 96, 126] and ByteDance [210]). In particular, as mentioned in §2.2.1,
deep learning jobs contain an allreduce phase to synchronize gradient updates among workers
in each training iteration. As shown in Figure 2.5, an allreduce phase has multiple candidate
topologies. For example, the allreduce traffic can be sent via a ring connecting all the workers
with a flexible ordering (Figure 2.5a and Figure 2.5b). Or, we can build an allreduce tree to
(1) aggregate gradient updates to one of the workers, and (2) send the aggregated gradient
updates back in the reverse direction (Figure 2.5¢ and Figure 2.5d). Different allreduce
topologies introduce different transfer schedules. Thus, given network characteristics, deep
learning jobs can change their transfer schedules by selecting the algorithm and configuration

of allreduce.
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FIGURE 2.4: MapReduce jobs can adapt transfer schedules via task placement. Assume
the same network characteristics as in Figure 2.1a. (a) shows the traffic demand for a
MapReduce shuffle. Each arrow represents a unit traffic. (b) to (d) show possible task

placement and the corresponding shuffle finish time.

2.2.3 Addressing the Mismatch

The black-box nature of the existing networking abstraction and the adaptiveness of
data-intensive applications create a mismatch. Data-intensive applications would benefit
from more network information from the cloud provider to configure their transfer schedules,

but black-box networking hides this information.

Solutions based on the black-box abstraction. There are two approaches to address this
mismatch without modifying the existing black-box networking abstraction. One possible
approach is to let the cloud provider optimize the communication for tenants as a cloud
service. To this end, we first have to develop a general networking API for cloud tenants
to express their communication semantics, traffic loads and optimization objectives to the
cloud provider. The API design should be similar to the coflow abstraction [53| or the virtual
cluster abstraction [22], but more general to support a large variety of possible traffic patterns
and user-defined objectives. Moreover, a recent measurement study [265] shows that major
public clouds exhibit high bandwidth variability at a time granularity of seconds. Thus it
is hard, if not impossible, for the cloud provider to perform timely network scheduling for
thousands of tenants in a centralized manner, while ensuring network SLAs (e.g., defined
via the networking API) for each tenant respectively.

Another potential approach is for cloud tenants to run extensive performance profiling
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FIGURE 2.5: Allreduce can be performed with different topologies. (a) to (d) show 4
possible allreduce topologies to perform allreduce among the 4 VMs (workers).

in their allocated VMs [176, 89, 155]. For example, PLink [176] probes the VM pair-wise
bandwidth and latency with DPDK and uses K-means clustering to reverse engineer the un-
derlying network topology. This allows it to achieve high allreduce performance by choosing
a good allreduce algorithm. Choreo [155] uses 3-step measurements to pinpoint congested
links in the data center network to schedule data analytics workloads. Similar approaches
were explored decades ago on Internet traffic routing on wide-area overlay networks [9]:
picking a high-performance Internet path based on user measurement. Unfortunately, this
approach is both costly, as each tenant/user has to profile the network independently, and
slow, because the probing phase delays the start of the application. The PLink authors told
us that they use 10000 packets to determinte bandwidth between a pair of hosts. Choreo

generates 3 minutes of probe traffic to infer the network characteristics for 10 VMs.

A white-box network abstraction?  Given the deficiencies of the two black-box based
approaches, we instead explore a white-box approach: the provider reveals essential infor-
mation about the network characteristics to the tenant, and the tenants then optimize their
transfer schedules accordingly.

One possible way to achieve this objective is for the cloud provider to reveal to a tenant
the location of each VM in the physical link-layer network topology, and estimate available
bandwidth between each of the VM-pairs. However, this method can raise security and com-
petitive issues. First, exposing VM allocations in the physical network introduces privacy

risks for cloud tenants. For example, a malicious user can locate a targeted tenant’s VMs

15



and perform attacks. Second, the exposed VM allocation information can raise competi-
tive concerns for the cloud provider. For instance, this information might be valuable for
competitors to learn a cloud provider’s scheduling policies, thus, lowering its competitive
advantage. Third, the bandwidth a tenant can acquire depends on the transfer schedules of
all the tenants, and a single change in transfer schedule of one tenant may trigger a recal-
culation for all the tenants. As such, it is computationally expensive for the cloud provider
to update the bandwidth shares in real time. Moreover, an application’s bandwidth also de-
pends on its own transfer schedule. For example, in Case 2 of Figure 2.2, if VM A sends one
extra flow, the total egress bandwidth of VM A increases to 5 Gbps'. As a result, without
knowing a tenant’s transfer schedule, the cloud provider cannot provide accurate bandwidth

estimates to its tenants.

2.3 NetHint Overview

NetHint is an interactive mechanism between a cloud tenant and a cloud provider to
jointly enhance the application performance. The key idea is that the provider provides a hint
— an indirect indication of the underlying network characteristics (e.g., a virtual link-layer
topology for a tenant’s VMs, number of co-located tenants, network bandwidth utilization)
to a cloud tenant. As illustrated in Figure 2.6, the provider provides a NetHint service,
which periodically (100ms by default) collects the hint information to capture changes of
the underlying network characteristics. A tenant application can query the NetHint service
to get the hint information, and then adapt its transfer schedules based on this provided
hint. Note that NetHint does not change the fairness mechanism of the underlying network.
A tenant can opt in/out any time — whether or not to use NetHint will not affect its fair
share of the network.

The hint provides a white-box network abstraction which includes additional network in-
formation to tenants. As such, users can infer their best transfer schedule without substantial

probing latency or communication overhead with the provider. The hint exposes neither the

1 Assume per-flow fair sharing in the network.
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FIGURE 2.6: NetHint overview. NetHint service collects network characteristics. Cloud
tenants poll hints from NetHint service and adapt their transfer schedules.

physical network topology nor the location of a tenant’s VMs within it (e.g., which racks).
Compared with providing bandwidth information, the hint relieves the provider from the
burden of calculating accurate bandwidth allocations. Moreover, compared with calculating
bandwidth allocation, it is easier to acquire accurate hint messages (e.g., a virtual link-layer
topology for a tenant’s VMs, number of co-located tenants, network bandwidth utilization).
As such, the provider is free from the potential risk of providing inaccurate information.

We require NetHint to be: (1) readily deployable: all the mechanisms are implementable
using commodity hardware; (2) low cost: the cloud provider can collect network characteris-
tics with minimal CPU, memory, and bandwidth overheads; (3) useful: data-intensive work-
loads can leverage the hints to achieve high performance. To achieve these goals, NetHint’s
design and implementation must address three questions. First, what hints should be pro-
vided to the tenants? Second, how should cloud providers collect the hints with low cost?
Third, how should applications use the hints to adapt their transfer schedules?

NetHint describes a virtual link-layer topology that connects a tenant’s VMs. In addition,
NetHint provides to the tenant recent utilization summaries and counts of co-locating tenant
connections on shared network links in the virtual topology. This information allows the
tenant to adapt its transfer schedules based on both the topological and temporal hot spots
in the network. Further, our design ensures that the only additional information NetHint

exposes is aggregated network statistics across all tenants. It is thus difficult for a tenant to
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acquire information about any individual other tenant. (§2.4.1)

For the second question, our preferred approach to collecting hints is to measure network
traffic in the physical switches using network telemetry, e.g., sketching [171, 170]. However,
sketches depend on specific programmable switch features, which are not widely deployed.
Instead, our prototype employs a host-driven approach, in which each machine monitors
local flows and transmits flow-level statistics to a NetHint measurement plane. One machine
in each rack runs a NetHint server process to aggregate the rack-level information. These
NetHint servers exchange information using periodic all-to-all communication. A cloud
tenant connects to the local NetHint server to fetch hints. We show that this approach
allows NetHint to provide timely hints to tenants with low CPU and bandwidth overheads
(§2.4.2).

As for the third question, we consider two aspects of adaptation in response to the hints.
First, we observe that the adaptation algorithm should take into account the application
transfer schedule and semantics to maximize the performance gain. To this end, we consider
several use cases for NetHint which cover a range of popular data-intensive applications,
including (1) choosing allreduce algorithms in distributed deep learning, (2) constructing
broadcast trees for serving ensemble models, and (3) placing tasks in MapReduce frame-
works. For each case, we show how applications can adapt their transfer schedules based
on the information in the hint. The takeaway is that for all of these examples, tenants can
make use of the NetHint information via simple scheduling algorithms (§2.5).

Second, we explore the drawbacks of adaptation: it introduces extra computational
overhead, and may be ineffective or even harmful or unstable if network conditions change
too rapidly. We conclude that the adaptation algorithm should use different sets of hints
depending on network changing frequency and adaptation overhead. For example, we find
that if an application has a non-negligible latency to collect hints and compute the transfer
schedules, the bandwidth information may be stale and thus may negatively affect the
application performance (detailed in §2.6). Based on this intuition, we design a policy for

applications to react to hints in a flexible manner: under stable network conditions and
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Table 2.1: Notations and descriptions for NetHint.

Notations & Descriptions

T | Avirtual topology connecting all the tenant’s VMs
I | A virtual link in virtual topology 7

B! | A tenant’s bandwidth share on link [

B! | Total bandwidth on link /

B! | Residual bandwidth on link

Number of shared objects on link /

low adaptation overheads, applications use both bandwidth and topology information to
maximize the performance gain of adaptation. Otherwise, applications use only the stable

topology information (§2.6).

2.4 Providing NetHint Service
2.4.1 What Is in the Hint?

NetHint exposes a virtual link-layer topology T to a cloud tenant. The tenant’s virtual
topology abstracts the network as a tree data structure in which the tenant’s VMs are leaf
nodes. A link in the tree represents one or more physical links in the data center network,
and an interior node may abstract a region of switches and links. The prototype uses a
three-layer tree that captures how VMs are distributed among racks in a data center and
collapses the network structure above the rack level into a single root node. VMs residing
in the same rack are in the same subtree. The virtual topology abstraction does not reveal
racks or servers where the tenant has no presence. Following the common observation that
congestion losses often occur at the rack level [295, 190, 129, 30], these virtual topologies in
the NetHint prototype ignores congestion at any structure above the rack level [71]. It is
possible to represent more structure by adding layers to the tree. The tree approximation
presumes that the data center network is able to balance its load, so that traffic among
children of an abstract node see similar available bandwidth. There is a rich literature on
efficient network load balancing for data centers [6, 142, 292, 201, 69, 84, 106, 86, 63, 143],

and some of them are readily deployable with commodity hardware.
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NetHint allows applications to react to temporal hot spots in the network. For this
purpose, NetHint exposes an estimate of utilization on each virtual link [. Recall Case 1
in Figure 2.2, now assume the orange flow from VM A uses only 2 out of 10 Gbps. If the
tenant of VM B knows the network utilization information, it can infer that VM B can
send traffic at 8 Gbps. As such, NetHint provides (1) the total bandwidth Bl and (2) the
residual bandwidth B! on each virtual link . However, we find that this information alone
is insufficient for an application to adapt its transfer schedule, especially when links are
congested. For example, even if one link [ has already reached 100% utilization, a tenant

can still send flows through [ and get a fair bandwidth share.

Shared objects and fairness models. In fact, the bandwidth share depends on the fair-
ness model implemented by the cloud provider. Per-flow-fairness and per-VM-pair-fairness
are enforced naturally for RDMA-based networks because modern RDMA NICs can be
configured to choose either of them. Per-flow-fairness is ensured for containerized clouds
because cloud users cannot modify the kernel TCP stack. For traditional TCP-based and
VM-based clouds, many recent studies [107, 57, 199] describe how to enforce per-VM-pair-
fairness. With the increasing programmability of modern switches, it now becomes possible
to implement other fairness models in the network [240, 286|, such as per-tenant fairness.

Consider an application placing 3 connections on a 100 Gbps network link with 7 existing
connections from 3 other tenants. We assume each flow can reach 100 Gbps throughput.
With per-flow fairness model, the application should get 30 Gbps bandwidth. With per-
tenant fairness model, the application should get 25 Gbps bandwidth.

The example indicates that the bandwidth share also depends on the number of shared
objects on each link I. The definition of shared object depends on the fairness model: it is
a flow (VM-pair, tenant) under per-flow (per-VM-pair, per-tenant) fairness, respectively.

To provide bandwidth information, NetHint exposes the number of shared objects n! on
each link [. Taken together, NetHint provides a tuple (nl, Bg, Bi), which includes both the

current link utilization and the number of shared objects.
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Bandwidth estimation. = The information in the virtual topology enables a tenant to
estimate its available bandwidth on each virtual link [ efficiently. More formally, consider a
tenant who plans to place k! shared objects on link [ in its transfer schedule. If link [ is an
in-network link in virtual topology 7 (i.e., not attached to any VM), the bandwidth share

the tenant gets can be estimated as:

)

k
B! = max(mBg,Bi) 2.1)

Equation 2.1 indicates that when the link is under-utilized, the tenant can use up all
the residual bandwidth Bi, and even if the link is already congested, the tenant can at least
achieve its fair share based on the number of shared objects.

If link [ is an edge link (i.e., attached to one VM), the bandwidth share is also affected by
the underlying sharing approach. More specifically, denote the per-VM bandwidth guarantee

provided by the sharing approaches as By, we have:

5l {min(Bv, max( nllikl Bl,Bl)) static partitioning

(2.2)

l .
max( nzikr B}, B}, B,) work-conserving

Sources and impact of inaccuracy We acknowledge that both Equation 2.1 and Equa-
tion 2.2 are approximations and can sometimes be inaccurate. First, some shared objects
(i.e., tenant, VM-pair, or connection) may have traffic demands less than their fair network
share, thus calculating the exact value of Bé requires knowing the traffic demand for each
shared object. NetHint does not provide per-object information, as doing so introduces
security concerns and significant overhead given the huge number of such objects. Second,
since a virtual link corresponds to the aggregation of multiple parallel paths in the physical
topology, the estimation may be inaccurate under poor network load balancing across these
parallel paths. We note that this is less likely to happen with recently proposed data center
network load balancing designs.

Despite these inaccuracies in bandwidth estimation, our results (§3.6) show that even

the three-level tree approximation is sufficient to adapt the transfer schedules and improve
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the performance of our target applications. Moreover, evaluation results also show that the

benefits degrade gracefully with the quality of the approximations.

Alleviating security and competitive issues. Compared with a naive white-box solution
that exposes VM allocation information and physical network topology, NetHint has allevi-
ated the security and the competitive concerns. First, NetHint does not expose the physical
location of allocated VMs, so a tenant cannot learn the provider’s VM allocation policy. Sec-
ond, our network statistics are aggregated over all other tenants, so it is difficult for a tenant
to infer from them the network behavior of any other individual tenant. Finally, network
topology among a tenant’s VMs is already accessible even in today’s black-box model via
user probing approaches, e.g., as presented in PLink [176] and Choreo [155]. NetHint does
provide easier access to this information, but we believe this does not increase the security

risks. Note that NetHint does not fully eliminate these issues, and we discuss them in §4.5.

2.4.2 Timely NetHint with Low Cost

User query overhead The virtual topology is presented as a set of links (each with a
Link ID). Each virtual link has its associated B;. The temporal utilization information for
each link includes a tuple of three fields (Link ID, n, B,). Each field occupies 8 bytes. As
such, the amount of data returned by a query is small. Consider a cloud tenant that has
rented 100 VMs allocated across 10 racks. As upstream and downstream virtual links are
considered separately, the number of virtual links equals twice the sum of the number of
VMs and the number of racks the tenant occupies. The amount of query information thus
has (100 4 10) x 2 x 3 x 8 = 5280 Bytes.

There is no value or incentive for a tenant to query at a higher frequency than the
information update period of NetHint (100 ms by default). Tenant VMs communicate with a
NetHint server through TCP connections with rate limits that prevent queries more frequent

than once per 50 ms.

Collection overhead We design a two-layer host-driven aggregation approach to collect

timely hint information with low cost. Recall that we select one machine in each rack to
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run a NetHint server process. Each machine collects flow-level network characteristics from
its operating system, and sends them to its rack-local NetHint server periodically. The
information each machine has to send to the local NetHint server is a virtual link ID plus
one (n, B;) for each virtual machine to ToR link and another (n, B,) containing only the
traffic transmitting across the rack, for adding its contribution to the ToR uplink’s (n, B;).
Each field is 8 bytes, so the total data size per virtual link is (142 x 2) x 8 = 40 bytes.
It is necessary to consider the upstream and downstream bandwidth independently, so each
virtual machine or ToR has two associated virtual links. For example, assuming a physical
machine has 10 VMs, it sends 40 x 2 x 10 = 800 bytes of data to the NetHint server in
each period. We set the information update period to 100 ms by default. Thus, the total
aggregated information for one NetHint server is two (n, B,) for every VM-to-ToR virtual
link and the ToR uplink in the virtual topology. The NetHint servers then use all-to-all
communication to exchange their aggregated information.

Suppose a data center has 1000 racks, and every rack has 20 machines. In each infor-
mation update period, a local NetHint server gathers 16 KB information (800 bytes x 20
machines). With a 100 ms update period, the total amount of cross-rack traffic introduced
by the all-to-all information exchange is 16 MB/100 ms = 1.3 Gbps per rack. Let’s assume
each rack has outgoing bandwidth of 500 Gbps. Then the bandwidth overhead of NetHint

is 0.26%.

2.4.2.0.1 Failure detection and recovery NetHint is a best-effort service, and applications
should be prepared to function without hints, e.g., if their rack-local NetHint servers become
unavailable due to failures such as link failure and server crashing. In this case, applications
just revert the transfer schedule to a default one assuming no known network characteristics

until a new NetHint server is available in the rack.

2.5 Adapting Transfer Schedules with NetHint

We find that most data-intensive applications can be categorized into two classes, based

on how they can adapt to network characteristics. For each application class, we show that
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adapting transfer schedules corresponds to an optimization problem. Our goal here is not
to present the optimal algorithm to solve the scheduling problems. Rather, our goal is to
show that a broad set of distributed applications can benefit from NetHint using simple

scheduling algorithms.

2.5.1 Optimizing Collective Communication

Many data-intensive applications run a high-level collective communication primitive
(e.g., broadcast, allreduce) among a set of processes. Any such operation can be accom-
plished flexibly via a large set of possible overlay topologies among all the processes. For
example, a broadcast can be performed with different broadcast trees connecting all the
receivers, and an allreduce may employ different allreduce topologies (e.g., tree-allreduce
or ring-allreduce). For all these communication primitives, the choice of overlay topologies
affects only the efficiency (i.e., finish time) but not the correctness. Many popular ML
applications belong to this category:
¢ Data-parallel deep learning: each server holds a replica of the model and calculates gra-
dients locally. Servers use allreduce to synchronize gradients in each training iteration.

¢ Reinforcement learning: the trainer process in reinforcement learning repeatedly broad-
casts the model (i.e., policy) to a dynamic set of agents.

¢ Serving ensemble models: multiple servers run DNN models simultaneously to predict the
label on the same input data, and then use voting to decide the final output. For every
input data batch, the front-end server broadcasts it to a set of servers holding different
DNNs.

Moreover, as the object of collective communication is usually a vector of numbers, we
can partition the object and apply different overlay topologies on each partition. For exam-
ple, a broadcast can be accomplished via multiple broadcast trees, with each broadcast tree
transferring a different (weighted) portion of the broadcast object. Similarly, an allreduce
can be performed via a weighed combination of different allreduce topologies. The transfer

schedule thus depends on both the choices of overlay topologies and their corresponding
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weights.

With NetHint, the tenant can estimate the bandwidth B available on each link [ based on
Equation 2.1 and Equation 2.2. For a transfer schedule s, denote the volume it transfers on
each link  as d’. The corresponding latency of the schedule can be estimated as max; (d’/B?).

Thus, we have:

Problem statement: Given the virtual topology T and the estimated bandwidth on each virtual

link 1, find a transfer schedule that minimizes the latency max;(d./BL).

To solve the above problem, one major challenge is that the number of candidate transfer
schedules can be huge. For example, there can be O(n("*2)) possible broadcast trees to
broadcast a message to n processes [268]. One possible solution is to use tree packing
algorithms [44, 268, 80]. However, since the goal here is to show the usefulness of NetHint
information rather than to find the optimal algorithm, we design simple heuristics to solve
the problem. We first sample a random set of overlay topologies (broadcast and allreduce
trees) which cross each rack only once. We then use linear programming to find the best

weight assignment among these trees, so that the transfer schedule minimizes the latency

max;(d./B.).
2.5.2 Optimizing Task Placement

Many distributed applications execute based on a task graph describing the tasks and
their dependencies. The task graph can be static (i.e., task graph is known before the
workload runs) |60, 289] or dynamic (i.e, tasks arrive as the workload runs) [193]. Since
different tasks may send and receive different amounts of data, the placement of tasks onto
VMs determines the transfer schedule among the VMs. Applications in data analytics
frameworks and task-based distributed systems therefore can benefit from network-aware
task placement:

e Data analytics frameworks [289, 100]: data analytics workloads contain network-intensive
shuffle phases between different job stages. One shuffle phase creates an all-to-all commu-

nication between a set of sender tasks and receiver tasks, so task placement controls the
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Table 2.2: Important factors related to the impact of staleness.

Notations & Descriptions

Average changing period of the background network condition
Duration of a transfer schedule being used

Latency to adapt (collecting information and computing a schedule)
Staleness of the hint

A threshold defined by the ratio between total adapting latency and JCT

= | S 853

shuffle performance.

e Task-based distributed systems [193, 113] are increasingly popular in industry. In these
applications, the task graph is dynamic and generated at runtime. Tasks launch after
fetching input objects from upstream tasks. As such, efficient task placement can minimize

the task launch latency reducing the object fetch time.

Problem formulation For both applications, we can formulate the task placement as a
classical network embedding problem. Denote the set of tasks as T and the set of VMs as
V. Compared with the problem statement in §2.5.1, which selects an efficient data transfer
schedule, here we need to find an embedding € : T — V given the transfer schedule among all
tasks. The algorithm inputs and optimization goals are the same as the problem statement
in §2.5.1, except that the latency is calculated as max;(d./Bl). d is the transfer volume on
link / introduced by embedding .

We make minor modifications to the greedy heuristics proposed in Hedera [5] to solve the
embedding problem. We first sort all tasks in T based on the amount of data they receive in
decreasing order (no need if |T| = 1). We then place tasks one by one following this order.
When placing a task to V, we optimize greedily for the objectives described in the problem
statement. Before processing the next task, we update the cross rack traffic and dé based

on the placement.
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2.6 Flexible Adaptation for Stale Information

Staleness of NetHint information The staleness of NetHint information during job ex-
ecution is affected by the following two factors (notations listed in Table 2.2). First, an
application controller can have a non-negligible latency to collect hints and compute the
transfer schedules based on the hints, which makes the hints stale when being applied. We
denote the adaptation latency as Tj.

Second, applications can adapt to hints periodically. For each adaptation period, the
schedule calculated based on the previous hint will be used for the entire duration T,. Note
that for recursive jobs (e.g., model serving), recomputing the schedule for every iteration
introduces too much latency. To this end, we fetch hints and recompute the schedule every
k iterations, so that the latency to compute transfer schedule is within a portion p (e.g.,
10% by default) of the job execution time. Moreover, for jobs that adapt the task placement
based on hints (e.g., MapReduce), the adaptation period T, equals job completion time, as
the task placement usually cannot be changed during job execution.

Taken together, the staleness of NetHint information is quantified as Ty = T, + T,,, which
is the combination of both above factors. T, is the total latency of four steps. The first three
steps are to collect hints: sending host network characteristics to NetHint service, NetHint
service exchanges rack-level network characteristics, and applications querying the NetHint
service. The maximum latency for these three steps combined is 300 ms (100 ms per step
due to NetHint frequency), so we use 150 ms as the estimate for the average case latency.
The last step is to compute the transfer schedule, and it is application-specific (Figure 2.7).
In our evaluation, a deep learning job of 64 workers requires 10 ms to compute its transfer
schedule. We thus set T, = 150 + 10 = 160ms. We set T,, = 100ms to keep the compute

overhead to be less than 10% of the total running time.

Impact of the stale information The impact of stale information depends on the relative
relationship between (1) the staleness of the information; and (2) the stability of the under-

lying network condition. Assume the background network condition changes every T}, time
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in average. A hint with staleness Ty much less than T}, can still be helpful since the network
condition is likely to be similar with the condition T; time ago. In contrast, a hint with
staleness T; much larger than T, will be misleading, since the current network condition may
be very different from the condition Ts time ago. In this case, adaptation with misleading

hints can negatively affect the application performance (Figure 2.12d).

Flexible adaptation based on application and network condition. There are two take-
aways from the above analysis. First, stale information should not be used when it is
misleading. Regarding this, one approach is to simply ignore the provided hints and run
applications as we run them today. However, as we show in motivating examples (e.g., Fig-
ure 2.1c and Figure 2.4¢), the link-layer network topology alone can be useful for some types
of applications to reduce the amount of cross-rack traffic. Compared with the bandwidth
information, topology information is more stable and not affected by network dynamics.

Therefore, we propose NetHint-TO, a class of scheduling algorithms that use only the
stable topology information from NetHint. For example, with NetHint-TO, we create a ring
that crosses each rack only once for ring-allreduce and a chain that crosses each rack only
once for tree-broadcast.

The second takeaway is that there is no one-size-fits-all solution. Each application should
have two scheduling algorithms, one uses bandwidth information (in §2.5) and another one
uses stable topology information only (NetHint-TO). We design a policy to choose between
these two algorithms based on both the application and the network conditions (i.e., Ty, Ty,
T.). More specifically, when Ty < Tj, applications use the scheduling algorithm in §2.5 to
calculate the optimal schedule based on both bandwidth and topology information. When

Ts = Ty, applications adopt NetHint-TO to minimize the impact of stale information.

2.7 Implementation

We implement NetHint using 4600 lines of Rust code. 2300 additional lines of code are
in NetHint server to provide NetHint to cloud tenants. The algorithms for applications to

adapt transfer schedules (i.e., MapReduce, allreduce, and broadcast) are implemented using
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149, 216, and 144 lines of code. We use lpsolve [174] for solving linear programs.

To compute the hints in our testbed, we take an endhost-based approach. We hook
an eBPF program into the OS kernel. The eBPF program counts the total number of
bytes going within the rack and outside the rack. A userspace program polls the counters
from the eBPF program every 10ms and maintains a moving average of the number of
existing shared objects (i.e., flows, in a per-flow fairness model). The userspace program
sends the number of shared objects and traffic data to the NetHint server every 100 ms. In a
deployment environment where SmartNICs is available, we can also program the SmartNICs
to implement this logic.

NetHint server binds to a TCP port, where VMs connect to to fetch hints. NetHint
server uses a single thread to respond to NetHint queries. A single thread is enough for our
design because queries are not frequent.

For an application to use NetHint, we need to modify the application. For traditional col-
lective communication, the transfer schedule is static and decided before runtime. Recent
collective communication designs have shown that transfer schedules can be dynamically
decided at runtime [306]. NetHint can help these dynamic collective communication de-
signs to decide on an efficient transfer schedule based on network characteristics. These
dynamic collective communication designs can query and adapt transfer schedule every k
iterations before issuing data transfer operation. For task placement, the global scheduler of
a distributed system (e.g., master in MapReduce [60]) queries the NetHint server and uses
both the task information and the NetHint information to decide task placement. For our
evaluation purpose, we build a dynamic scheduler for collective communication and a task

scheduler for MapReduce tasks according to the descriptions above.

2.8 Evaluation
2.8.1 Setup and Workloads

We evaluate NetHint using an on-premise testbed and large-scale simulations. Our set-

ting is that hosts ensure work-conserving bandwidth guarantee for VMs and the network
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ensures per-flow fairness. We compare NetHint with the scenarios where cloud tenants (1)
do not consider network characteristics and (2) probe the network to reverse-engineer the
network characteristics and then adapt transfer schedules. For user probing, we assume net-
work information is always correctly reverse engineered. We assume the probing strategy is
the following: For a tenant that owns n hosts, user probing runs in n/2 rounds, where each
round’s latency is either the latency to send 10000 packets or 1 second, whichever is smaller,
to measure throughput and latency between 1/2 pairs of hosts. 2 Similar to NetHint, user
probing adopts the same strategy to periodically update the transfer schedule, but with a
lower frequency due to its higher overheads. We calculate user probing’s frequency using
the same method described in the second paragraph of §2.6.

We use a mix of two types of background traffic to simulate skewed and long-tailed
traffic in data centers [295, 232, 30, 7]. One slow-moving background traffic occupies 0-
50% bandwidth of the link capacity on each link in a Zipfian distribution. The slow-moving
background traffic occupies 10% bandwidth in total and changes every 10 seconds. The other
is a fast-moving background traffic which is on all links and occupies 0-10% bandwidth of
the link capacity in a uniform random fashion. The fast changing background traffic changes
every 10ms. We use the following workloads. We run each experiment 5 times and report
the average speedup for each job. To quantify the overall speedup, we also measure the
arithmetic average of speedups across jobs.

Distributed data-parallel deep learning. We test the allreduce completion time. The
job sizes are either 16 or 32 (in terms of number of nodes) with equal probability. For each
allreduce job, we set the buffer size to be 100 MB (~ the size of ResNet-50). We run 100
jobs and assume jobs arrive as a Poisson process. We choose Poisson lambda = 24 seconds,

so that the average network utilization approximates to 12%.

Serving an ensemble of ML models. We test the broadcast completion time. We use

2 We believe this is a best-case scenario for existing user probing techniques. Plink [176] sends 10000 pack-
ets per VM-pair to reverse engineer link-layer topologies. Choreo [155] uses a 3-step strategy to pinpoint
congested links and its first step is measure pair-wise bandwidth. It takes 3 minutes to reverse engineer the
network conditions for 10 VMs (90 VM-pairs).
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FIGURE 2.7: Testbed results: Latency to compute transfer schedules.

the same job size distribution described in Hoplite [306]. We run 100 jobs and assume jobs
arrive as a Poisson process. We choose Poisson lambda = 8 seconds, so that the average

network utilization approximates to 12%.

MapReduce.  We test the latency of the data shuffling phase of MapReduce. We use
Facebook’s MapReduce trace [54]|, which contains 500 MapReduce jobs and their arrival

time. We assume the traffic is divided evenly from a reducer to the mappers.

2.8.2 NetHint in Testbed Experiments

We build a 6-server testbed. Each server has a 100 Gbps Mellanox ConnectX-5 NIC and
two Intel 10-core Xeon Gold 5215 CPUs (2.5 GHz). These machines are connected via an
emulated 40 Gbps 2-stage FatTree network using a single 100 Gbps Mellanox SN2100 switch
through self-wiring. 3 machines are in one rack, and the rest 3 machines are in the other
rack. The oversubscription ratio on our network is 3. Each machine runs 4 VMs where each

VM is guaranteed 10 Gbps through fair-queuing on the NICs.

Overheads. @ We already provide analysis of bandwidth overheads in §2.4.2. Now the
remaining question is how much overhead NetHint incurs in terms of latency and CPU
cycles. Collecting statistics from eBPF program is instant, and the polling period for flow
statistics is 10 ms.

To measure the overheads in large deployment, we use each CPU core in our testbed to

emulate a rack by instantiating a NetHint server per-core. We use pidstat to measure the
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Table 2.3: Testbed results: The system overhead of a NetHint server in CPU utilization,
memory, and information collection latency.

# Racks CPU Util. (%) Memory (MB) Latency (ms)

6 0.06 4.53 10.60
24 0.14 5.90 10.73
96 0.41 19.28 11.91
240 0.66 78.16 13.73
1.0 1.0 1.0
0.8 0.8 0.8
w 06 u 06 w 06
o o a
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FIGURE 2.8: Testbed results: NetHint’s speedup on testbed for allreduce in data-parallel
distributed training, broadcast in ensemble ML model serving, and mapreduce shuffle
compared with user probing and not using network information. Numbers in the legend
shows the average of speedups compared with running applications without network
information.

CPU cycles and memory footprint on NetHint server. Table 2.3 shows the result. When the
number of racks scale up to 240 racks, the CPU time spent on NetHint servers is negligible,
i.e., less than 0.66%. The memory footprint on each NetHint server is small (less than
80 MB) and scales with the number of racks mainly due to the increase in the hint size. The
latency to collect network information is less than 14 ms.

We implement the algorithms described in §2.5. We test the computation latency of
running each algorithm at different scales (number of workers). Figure 2.7 presents the
results. The latency to make a scheduling decision remains low, ranging from 10 us to 30 ms.
Compared with the computation latency, the extra latency introduced by user probing is
much higher, ranging from 100 ms to 3 seconds. The round-trip latency to fetch hints takes

100 us because it is rack-local.

Results. NetHint improves application performance. Figure 2.8 shows the normalized
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speedup to running applications without network information. Using user probing speeds
up the communication by 1.6x for distributed data-parallel deep learning and slows down
the communication by 1.1x and 1.2x for serving an ensemble of ML models, and MapReduce
shuffle, respectively. NetHint speeds up communication of these workloads by 2.2x, 1.4x,
and 1.2x, substantially outperforming user probing. NetHint can outperform user probing
because collecting hints is more lightweight than each application individually probing the
network characteristics. User probing hurts many ensemble model serving and MapReduce
jobs because of the probing overheads. In addition, we notice that a small portion of jobs
in Figure 2.8c are penalized. On our testbed, the job log shows that there are on average
2.8 jobs sharing the rack bandwidth. One job arrival or departure changes the network
condition for all the other jobs on the rack. However, the task placement decision cannot be
changed during job execution, and thus the initial placement can be imperfect. In contrast,
deep learning and model serving workloads in Figure 2.8 do not severely suffer from this
problem, as they can timely modify the transfer schedule for each iteration based on the

latest NetHint information.

2.8.3 NetHint in Simulations

We use simulations to evaluate NetHint in large-scale deployments and in various oper-
ating environments. Our simulator is written in 5000 lines of Rust. The simulation is at
flow level, and throughput of each flow is the result of solving a max-min fairness formula
based on traffic demand. We simulate a CPU cluster and a GPU cluster individually. Both
the CPU and GPU clusters have 150 racks. In the GPU cluster network, each rack has 6
machines with 100 Gbps NIC, and each rack has total upstream bandwidth of 200 Gbps. In
the CPU cluster network, each rack has 18 machines with 100 Gbps NIC and the total up-
stream bandwidth is 600 Gbps. The oversubscription ratios are both 3. In the CPU cluster,
each machine has 4 VMs. In the GPU cluster, each machine only has 1 VM. All VMs have

bandwidth guarantee of 25 Gbps.

Results. Figure 2.9 shows the NetHint’s speedup of the three workloads in our simula-
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FIGURE 2.9: Simulation results: Comparing NetHint with dynamic user probe in the
default background traffic setting.
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FIGURE 2.10: Simulation results [MapReduce]: Extra overhead for MapReduce jobs
comparing NetHint and user probing.

tions. In summary, the trend of the simulation results matches what we have observed on

the testbed. NetHint speeds up communication by 2.7x, 1.5x, and 1.2x, respectively. On

allreduce, the speedup is higher than that on the testbed because the number of hosts in-

volved in a job is larger than that on the testbed, and thus the amount of cross-rack traffic

is also larger, giving NetHint more room to optimize transfer schedules.

User probing incurs substantial overheads in both traffic and latency. Figure 2.10 shows

the overheads of using NetHint and user probing in MapReduce. The amount of overhead

depends on both MapReduce shuffle size and job size. Figure 2.10a shows the extra traffic

introduced by NetHint and user probing over application traffic. NetHint only adds less

than 0.1% extra traffic. User probing, in contrast, adds 15% to 420% extra traffic, and 90%
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FIGURE 2.11: Simulation results [Model serving]: Using topology information alone can
outperform using bandwidth information.

of jobs double their traffic. This is because user probing needs to generate probe traffic, and
each application has to probe independently. For large shuffle sizes, the probing traffic is less
of a concern because it constitutes a smaller fraction of the total traffic. Figure 2.10b shows
the extra latency due to probing and fetching hints for MapReduce jobs of various sizes.
NetHint only adds a constant RTT-level extra latency which is negligible. User probing has
a large latency overhead, which is linear in job size. This is expected because user probing
needs to run for n/2 rounds, where 7 is the job size. There are a set of MapReduce jobs that
are penalized substantially by user probing (as shown in Figure 2.9¢). These are MapReduce

jobs with large job sizes but with small shuffle sizes.

When should NetHint use topology information only? As we have described in §2.6,
there are two situations we prefer letting NetHint use topology information only: (1) work-
load granularity is large, and (2) overhead of computing a transfer schedule is non-negligible.
To demonstrate these situations, we set the slow-moving background traffic change frequency
to every 0.2 seconds. Other environment settings remain the same as those in previous sim-
ulations.

To show the case when background traffic changes faster than job completion time, we

run 100 broadcast jobs with the model sizes increased to 1 GB. We let NetHint recompute
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a new broadcast strategy every iteration (but we still guarantee that the computational
overhead is under a certain threshold p = 10%). We use NetHint-TO to denote using only
topology information when calculating the transfer schedule. We use NetHint-BW to denote
using bandwidth information when calculating the transfer schedule. Figure 2.11a shows
that NetHint-TO and NetHint-BW speed up the communication by 1.4x and 1.3x. NetHint-
BW is slightly slower than NetHint-TO. Applying a bandwidth-aware algorithm does not
bring benefit compared with using topology information only because the background traffic
changes even within a single broadcast. Instead, it can slow down the job due to the
additional overhead to compute data transfer schedules.

To demonstrate an extreme example for the computational overhead, we run 100 broad-
casts of 64 workers with data size set to 12 MB, and we double the bandwidth capacity of
ToR switch. Figure 2.11b shows that NetHint-TO and NetHint-BW speed up by 1.2x and
1.0x compared with no information. NetHint-BW cannot improve because the computation
latency using LP is large in contrast to the broadcast latency on such a small data size. It
has to adapt its traffic less frequently (~ 0.2s) to ensure the compute overhead is within 10%
of the total job completion time. Without being affected by inaccurate hints, NetHint-TO
aims to minimize the cross-rack traffic, thus achieving better performance.

Figure 2.12 shows which adaptation method NetHint choose under different background
traffic change periods and oversubscription ratios. The result demonstrates that NetHint
chooses the best of NetHint-TO and NetHint-BW for all the three applications we use and

also for both oversubscription ratio of 3 and 1.5.

Inaccurate bandwidth estimation. The bandwidth estimations in Equation 2.1 and Equa-
tion 2.2 is based on approximations, as the accurate estimation requires knowing the traffic
demand for each tenant. One question to ask is whether NetHint’s design fundamentally
relies on the accuracy of bandwidth estimation. To answer this question, we intentionally
add noise to the input of NetHint. Having additional noise of x% means the link utilization
provided to NetHint is between 100-x% and 100+x% of the actual utilization. We then eval-

uate the speedup of allreduce and broadcast jobs. Figure 2.13 shows the result. NetHint’s
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FIGURE 2.12: Simulation results: Average speedup to background traffic change period
under two different topology settings. The shaded area represents 95% confidence
interval.

speed up degrades gracefully. NetHint can still outperform not using network information
when there is up to at most 50% noise.

Performance stability. = To evaluate if NetHint’s performance remains stable when the
number of NetHint users is large, we increase the number of overlapped jobs. For deep
learning, we enlarge the rack size to allow more jobs to share a ToR link and start all
the jobs at the beginning. For MapReduce, we scale up the job arrival rate to create more
overlapping among jobs. Figure 2.14 shows that NetHint can constantly achieve performance
gain over not using network information.

Sensitivity to network configurations. We evaluate NetHint’s speedup under different

network configurations in terms of the number of machines per rack and oversubscription
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FIGURE 2.14: Simulation results: NetHint’s performance when varying the number of
overlapped jobs.

ratios. We vary the number of machines per rack while keeping the oversubsription the
same at 3. Figure 2.15a shows that NetHint can reduce the communication latency con-
sistently for different rack sizes. We then vary the oversubscription ratio. Figure 2.15b
shows that NetHint’s improvement compared with not using network information increases
as oversubscription ratio increases. This is because, when oversubscription ratio is high, the
cross-rack communication is more likely to become the bottleneck. NetHint can mitigate

this bottleneck by reducing the total amount of cross-rack traffic.

Performance gain over perfect user probing. In our evaluation, for n hosts, user probing

is performed in 7/2 rounds. In each round, it measures the bidirectional bandwidth and
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FIGURE 2.15: Simulation results [Distributed deep learning]: NetHint’s speedup to not
using network information under different deployment environments.

latency between n/2 pairs of hosts in parallel for a certain duration (default to 100 ms).
Moreover, we show some evidence that it can be difficult to design better user probing
technique to achieve similar performance as NetHint. First, we demonstrate how low the
user probing duration has to be in order to achieve similar performance as NetHint. For this,
we artificially reduce the probing duration while ensuring probing is accurate in simulations.
Figure 2.17a shows the result: even when probing duration is reduced to 1 ms, NetHint still
has a small performance advantage over user probing. Second, we show that such a low
probing duration (i.e., 1 ms) for accurate bandwidth estimation can be difficult due to data
center microbursts. We simulate data center microbursts based on measurement results in
Facebook data centers [295] and calculate whether probing for x ms is sufficient to predict
the average bandwidth of 100 ms. Figure 2.17b shows that if we measure for less than 25 ms,
there is a 50% probability that the estimation error is above 75%. This is because there are
gaps between microbursts, when a busy link is temporarily idle. Probing for such a short

amount of time may not detect any traffic.

Does NetHint work for other fairness models?  The rapid advancement in the pro-
grammability in emerging programmable switches makes it possible to implement other
types of fairness models in the network [240, 286]. This trend makes it interesting to also

understand NetHint’s potential performance gains if we move to other fairness models in the
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future. We simulate the same allreduce jobs except that we modify our simulator for differ-

ent fairness models. As shown in Figure 2.16, the trend of the simulation results matches

what we have obtained in a per-flow based fairness setting.

2.9 Discussion

Herd behaviors. Tenants adapting transfer schedules with provided hints in a distributed

way can potentially cause stability issues. For example, given the information of an under-

utilized link, many tenants may make identical choices to move traffic to this link, causing



congestion. Such herd behavior causes load imbalance and performance oscillation in dis-
tributed load balancing problems [6, 292, 186]. We note that herd behavior is a common
problem in some specific applications such as distributed load balancers. There are also
standard techniques such as adding random jitters, and power of two choices to alleviated
herd effect [186]. Whether and how NetHint should help specific applications avoid herd
behavior is an interesting future direction. In the workload and setting of our evaluation,
NetHint’s speedup does not decrease when we increase the number of overlapped jobs (Fig-
ure 2.14). This infers that the performance of NetHint is not significantly affected by herd

behavior.

Other competitive concerns for NetHint. NetHint exposes network utilization information
to tenants. Network utilization can be a sensitive information. For example, one can infer
whether a cloud provider suffers from in-network congestion. NetHint makes it easy for a
customer to compare network characteristics at different times. If a customer finds that the
achievable bandwidth is reducing via NetHint, there may be a risk that the customer will

switch to another cloud provider.

2.10 Related Work

Sharing network bandwidth. How to share network among many applications or cloud
tenants is one of the oldest problems in computer networks. Today, network sharing is opaque
to the application or cloud tenants. Within a single tenant, bandwidth sharing is through
the fairness property of the underlying congestion control algorithms |78]. Across tenants, a
cloud provider usually enforces strong isolation through static bandwidth allocation [226] or
work-conserving bandwidth guarantee [22, 156, 23] on the NICs. It is difficult to enable either
static bandwidth allocation or work-conserving bandwidth guarantee in the network because
commodity switches have limited numbers of hardware queues. NetHint is complementary
to these bandwidth sharing design: NetHint does not change any fairness property of the
network. NetHint provides guidance for applications to use the network bandwidth better.

A non-participating tenant can simply ignore the hint.

41



Collective communication and task placement based on network characteristics. Many
related works optimize collective communication [209, 140, 268, 61, 89] or task placement [119,
299, 155, 241, 270] based on topology or bandwidth information. Similar considerations can
also be applied inside OS for multi-core machines [26]. Most of these solutions assume the
network topology or bandwidth information is already known. As such, NetHint can work
in complementary with these solutions by providing them timely network information. Sec-
ond, these works do not consider a multi-tenant environment. They assume workloads can
be controlled by a logically centralized controller, while we assume each tenant’s workload
is controlled only by the tenant itself. Because tenants do not know other tenants’ com-
munication patterns, this knowledge needs to be provided either through cloud provider’s
support as proposed in this work or using probing.

User probing. In addition to PLink and Choreo, many past works [279, 9, 237| also propose
to measure network characteristics in wide-area networks to choose Internet route. NetHint
is different in two aspects: (1) NetHint does not rely on active probe, and thus NetHint
has low cost. NetHint simply reads counters directly from NICs or operating systems. (2)
NetHint is for distributed applications that can adapt their transfer schedules rather than

choosing routes in the network.
2.11 Summary

Today, the networking abstraction a cloud tenant has is a black box. This prevents a
tenant’s data-intensive applications from adapting the data transfer schedules to achieve
high performance. We design and implement NetHint, a new paradigm for division of work
between a cloud provider and its tenants. A cloud provider provides a hint, network charac-
teristics (e.g., a virtual link-layer network topology, number of co-locating tenants, available
bandwidth), directly to its tenants. Applications then adapt their transfer schedules based
on these hints. We demonstrate the performance gain of NetHint on three use cases of
NetHint including allreduce communication in distributed deep learning, broadcast in serv-

ing ensemble models, and scheduling tasks in MapReduce frameworks. Our evaluations show
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that NetHint improves the performance of these workloads by up to 2.7x, 1.5, and 1.2x, re-

spectively. Our source code is available at https://github.com/crazyboycjr/nethint.
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3. Remote Procedure Call as a Managed System Service

Having addressed the challenge of opaque cloud networking in chapter 2 with the NetHint
system, we now turn to a different, but complementary, problem in application-network co-
design. NetHint showed how exposing network hints can significantly improve data-intensive
application performance by enabling cross-layer optimizations. In the next chapter, we focus
on the communication patterns of cloud microservices and the inefficiencies in the current
RPC (Remote Procedure Call) management model. While chapter 2 broke the network’s
black-box to aid application scheduling, chapter 3 will elevate RPC handling into the op-
erating system to streamline how services communicate. This transition—from network
visibility to communication management—continues our overarching theme: redesigning in-
terfaces and services at the boundary of applications and networks. By moving upward in
the software stack, chapter 3 introduces mRPC, a solution that centralizes and optimizes

RPC processing to eliminate the overheads.
3.1 Introduction

Remote Procedure Call (RPC) is a fundamental building block of distributed systems
in modern datacenters. RPC allows developers to build networked applications using a
simple and familiar programming model [36], supported by several popular libraries such
as gRPC 93|, Thrift [247], and eRPC [135]. The RPC model has been widely adopted
in distributed data stores [137, 243, 70|, network file systems [235, 88|, consensus proto-
cols [202], data-analytic frameworks [60, 242, 288, 42, 262, 12, 173, 90], cluster schedulers
and orchestrators [152, 109], and machine learning systems [208, 2, 194]. Google found that
roughly 10% of its datacenter CPU cycles are spent just executing gRPC library code [138].
Because of its importance, improving RPC performance has long been a major topic of
research [36, 239, 33, 34, 266, 252, 264, 135, 188, 161, 50].

Recently, application and network operations teams have found a need for rapid and
flexible visibility and control over the flow of RPCs in datacenters. This includes monitor-

ing and control of the performance of specific types of RPCs [187], prioritization and rate
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limiting to meet application-specific performance and availability goals, dynamic insertion
of advanced diagnostics to track user requests across a network of microservices [77]|, and
application-specific load balancing to improve cache effectiveness [32], to name a few.

The typical architecture is to enforce policies in a sidecar—a separate process that medi-
ates the network traffic of the application RPC library (Figure 3.1a). This is often referred
to as a service mesh. A number of commercial products have been developed to meet the
need for sidecar RPC proxies, such as Envoy [68], Istio [115], HAProxy [103|, Linkerd [167],
Nginx [198], and Consul [55]. Although some policies could theoretically be supported by
a feature-rich RPC runtime linked in with each application, that can slow deployment—
Facebook recently reported that it can take months to fully roll out changes to one of its
application communication libraries |75]. One use case that requires rapid deployment is to

respond to a new application security threat, or to diagnose and fix a critical user-visible
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failure. Finally, many policies are mandatory rather than discretionary—the network oper-
ations team may not be able to trust the library code linked into an application. Example
mandatory security policies include access control, authentication/encryption [55], and pre-
vention of known exploits in widely used network protocols such as RDMA [231].

Although using a sidecar for policy management is functional and secure, it is also
inefficient. The application RPC library marshals RPC parameters at runtime into a buffer
according to the type information provided by the programmer. This buffer is sent through
the operating system network stack and then forwarded back up to the sidecar, which
typically needs to parse and unwrap the network, virtualization, and RPC headers, often
looking inside the packet payload to correctly enforce the desired policy. It then re-marshals
the data for transport. Direct application-level access to network hardware such as RDMA
or DPDK offers high performance but precludes sidecar policy control. Similarly, network
interface cards are increasingly sophisticated, but it is hard for applications or sidecars
to take advantage of those new features, because marshalling is done too high up in the
network stack. Any change to the marshalling code requires recompiling and rebooting each
application and/or the sidecar, hurting end-to-end availability. In short, existing solutions
can provide good performance, or flexible and enforceable policy control, but not both.

In this chapter, we propose a new approach, called RPC as a managed service, to address
these limitations. Instead of separating marshalling and policy enforcement across different
domains, we combine them into a single privilege and trusted system service (Figure 3.1b) so
that marshalling is done after policy processing. In our prototype, mRPC for managed RPC,
the privileged RPC service runs at user level communicating with the application through
shared memory regions [34, 27, 179|. However, mRPC could also be integrated directly into
the operating system kernel with a dynamically replaceable kernel module [184].

Our goals are to be fast, support flexible policies, and provide high availability for appli-
cations. To achieve this, we need to address several challenges. First, we need to decouple
marshalling from the application RPC library. Second, we need to design a new policy en-

forcement mechanism to process RPCs efficiently and securely, without incurring additional
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marshalling overheads. Third, we need to provide a way for operators to specify/change poli-
cies and even change the underlying transport implementation without disrupting running
applications.

We implement mRPC, the first RPC framework that follows the RPC as a managed
service approach. Our results show that mRPC speeds up DeathStarBench [81] by up to
2.5x, in terms of mean latency, compared with combining state-of-art RPC libraries and
sidecars, i.e., gRPC and Envoy, using the same transport mechanism. Larger performance
gains are possible by fully exploiting network hardware capabilities from within the service.
In addition, mRPC allows for live upgrades of its components while incurring negligible
downtime for applications. Applications do not need to be re-compiled or rebooted to change
policies or marshalling code. mRPC has three important limitations. First, data structures
passed as RPC arguments must be allocated on a special shared-memory heap. Second, while
we use a language-independent protocol for specifying RPC type signatures, our prototype
implementation currently only works with applications written in Rust. Finally, our stub
generator is not as fully featured as gRPC.

This work makes the following contributions:

e A novel RPC architecture that decouples marshalling/unmarshalling from RPC li-

braries to a centralized system service.

e An RPC mechanism that applies network policies and observability features with both

security and low performance overhead, i.e., with minimal data movement and no
redundant (un)marshalling. The mechanism supports live upgrade of RPC bindings,

policies, transport, and marshalling without disrupting running applications.
e A prototype implementation of mRPC along with an evaluation on both synthetic

workloads and real applications.
3.2 Background

In this section, we discuss the current RPC library architecture. We then discuss the
emerging need for manageability and how manageability is implemented with existing RPC

libraries.

47



3.2.1 Remote Procedure Call

To use RPC, a developer defines the relevant service interfaces and message types in
a schema file (e.g., gRPC .proto file). A protocol compiler will translate the schema into
program stubs that are directly linked with the client and server applications. To issue an
RPC at runtime, the application simply calls the corresponding function provided by the
stub; the stub is responsible for marshalling the request arguments and interacting with the
transport layer (e.g., TCP/IP sockets or RDMA verbs). The transport layer delivers the
packets to the remote server, where the stub unmarshals the arguments and dispatches the
RPC request to a thread (eventually replying back to the client). We refer to this approach
as RPC-as-a-library, since all RPC functionality is included in user-space libraries that are
linked with each application. Even though the first RPC implementation [36] dates back to
the 1980s, modern RPC frameworks (e.g., gRPC [93], eRPC [135], Thrift [247]) still follow
this same approach.

A key design goal for RPC frameworks is efficiency. Google and Facebook have built
their own efficient RPC frameworks, gRPC and Apache Thrift. Although primarily focused
on portability and interoperability, gRPC includes many efficiency-related features, such as
supporting binary payloads. Academic researchers have studied various ways to improve
RPC efficiency, including optimizing the network stack [144, 293, 204]|, software hardware
co-design [135, 137], and overload control [50].

As network link speeds continue to scale up [221], RPC overheads are likely to become
even more salient in the future. This has led some researchers to advocate for direct appli-
cation access to network hardware [212, 29, 135, 293], e.g., with RDMA or DPDK. Although
low overhead, kernel bypass is largely incompatible with the need for flexible and enforce-
able layer 7 policy control, as we discuss next. In practice, multiple security weaknesses
in RDMA hardware have led most cloud vendors to opt against providing direct access to

RDMA by untrusted applications [264, 179, 231, 150, 151, 297].
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3.2.2 The Need for Manageability

As RPC-based distributed applications scale to large, complex deployment scenarios,
there is an increasing need for improved manageability of RPC traffic. We classify man-
agement needs into three categories: 1) Observability: Provide detailed telemetry, which
enables developers to diagnose and optimize application performance. 2) Policy Enforce-
ment: Allow operators to apply custom policies to RPC applications and services (e.g.,
access control, rate limits, encryption). 3) Upgradability: Support software upgrades (e.g.,
bug fixes and new features) while minimizing downtime to applications.

One natural question to ask is: s it possible to add these properties without chang-
ing existing RPC libraries? For observability and policy enforcement, the state-of-the-art
solution is to use a sidecar (e.g., Envoy [68] or Linkerd [167]). A sidecar is a standalone pro-
cess that intercepts every packet an application sends, reconstructing the application-level
data (i.e., RPC), and applying policies or enabling observability. However, using a side-
car introduces substantial performance overhead, due to redundant RPC (un)marshalling.
This RPC (un)marshalling, for example, in gRPC+Envoy, including HTTP framing and
protobuf encoding, accounts for 62-73% overhead in the end-to-end latency [303]. In our
evaluation (§3.6), using a sidecar increases the 99th percentile RPC latency by 180% and
decreases the bandwidth by 44%. Figure 3.1a shows the (un)marshalling steps invoked as
an RPC traverses from a client to a server and back. Using a sidecar triples the number of
(un)marshalling steps (from 4 to 12). In addition, the sidecar approach is largely incom-
patible with the emerging trend of efficient application-level access to network hardware.
Using sidecars means data buffers have to be copied between the application and sidecars,
reducing the benefits of having zero-copy kernel-bypass access to the network.

Finally, using sidecars with application RPC libraries does not completely solve the
upgradability issue. While policy can often be changed dynamically (depending on the fea-
ture set of the sidecar implementation), marshalling and transport code is harder to change.

To fix a bug in the underlying RPC library, or merely to upgrade the code to take advantage
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of new hardware features, we need to recompile the entire application (and sidecar) with the
patched RPC library and reboot. gRPC has a monthly or two-month release cycle for bug
fixes and new features [94]. Any scheduled downtime has to be communicated explicitly to
the users of the application or has to be masked using replication; either approach can lead
to complex application life-cycle management issues.

We do not see much hope in continuing to optimize this RPC library and sidecar approach
for two reasons. First, a strong coupling exists between a traditional RPC library and
each application. This makes upgrading the RPC library without stopping the application
difficult, if not impossible. Second, there is only weak or no coupling between an RPC library
and a sidecar. This prevents the RPC library and the sidecar from cross-layer optimization.

Instead, we argue for an alternative architecture in which RPC is provided as a man-
aged service. By decoupling RPC logic, e.g., (un)marshalling, transport interface, from the
application, the service can simultaneously provide high performance, policy flexibility, and

zero-downtime upgrades.
3.3 Overview

Our system, mRPC, realizes the RPC-as-a-managed-service abstraction while maintain-
ing similar end-to-end semantics as traditional RPC libraries (e.g., gRPC, Thrift). The goals
for mRPC are to be fast, support flexible policy enforcement, and provide high availability
for applications.

Figure 3.2 shows a high-level overview of the mRPC architecture and workflow, breaking
it down into three major phases: initialization, runtime, and management. The mRPC
service runs as a non-root, user-space process with access to the necessary network devices
and a shared-memory region for each application. In each of the phases, we focus on the
view of a single machine that is running both the RPC client application and the mRPC
service. The RPC server may also run alongside an mRPC service. In this case, mRPC-
specific marshalling can be used. However, we also support flexible marshalling to enable

mRPC applications to interact with external peers using well-known formats (e.g., gRPC).
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In our evaluation, we focus on cases where both the client and server employ mRPC.

The initialization phase extends from building the application to how the application
binds to a specific RPC interface. @ Similar to gRPC, users define a protocol schema. The
mRPC schema compiler uses this to generate stub code to include in their application. We
illustrate this using a key-value storage service with a single Get function. () When the
application is deployed, it connects with the mRPC service running on the same machine
and specifies the protocol(s) of interest, which are maintained by the generated stub. @)
The mRPC service also uses the protocol schema to generate, compile, and dynamically
load a protocol-specific library containing the marshalling and unmarshalling code for that
application’s schemas'. This dynamic binding is a key enabler for mRPC to act as a long-
running service, handling arbitrary applications (and their RPC schemas). 2

At this point, we enter the runtime phase in which the application begins to invoke
RPCs. Our approach uses shared memory between the application and mRPC, containing
both control queues as well as a data buffer. @ The application protocol stub produced
by the mRPC protocol compiler can be called like a traditional RPC interface, with the
exception that data structures passed as arguments or as return values must be allocated
on a special heap in the shared data buffer. As an example, we show an excerpt of Rust-like
pseudocode for invoking the Get function. () Internally, the stub and mRPC library manage
RPC calls and replies in the control queues along with allocations and deallocations in the
data buffer. 6 The mRPC service operates over the RPCs through modular engines that
are composed to implement the per-application datapaths (i.e., sequence of RPC processing
logic); each engine is responsible for one type of task (e.g., application interface, rate limiting,
transport interface). Engines do not contain execution contexts, but are rather scheduled by
runtimes in mRPC that correspond to kernel-level threads; during their execution, engines
read from input queues, perform work, and enqueue outputs. External-facing engines (i.e.,

frontend, transport) use asynchronous control queues, while all other engines are executed

! Note that such libraries may be prefetched and /or cached to optimize the startup time.

2 The dashed box of "Stub" and "libApp" means they are generated code.
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synchronously by a runtime. Application control queues are contained in shared memory
with the mRPC service.

This architecture, along with dynamic binding, enables mRPC to operate over RPCs
rather than packets, avoiding the high overhead of traditional sidecar-based approaches. Ad-
ditionally, the modular design of mRPC’s processing logic enables mRPC to take advantage
of fast network hardware (e.g., RDMA and smartNICs) in a manner that is transparent to
the application. A key challenge, which we will address in §3.4.2, is how to securely enforce
operator policies over RPCs in shared memory while minimizing data copies.

Finally, mRPC aims to improve the manageability of RPCs by infrastructure operators.
Here, we zoom out to focus on the processing logic across all applications served by an
mRPC service. (@) Operators may wish to apply a number of different policies to RPCs
made by applications, whether on an individual basis (e.g., rate limiting, access control) or
globally across applications (e.g., QoS). mRPC allows operators to add, remove, update,
or reconfigure policies at runtime. This flexibility extends beyond policies to include those
responsible for interacting with the network hardware. A key challenge, which we will
address in §3.4.3, is in supporting the live upgrade of mRPC engines without interrupting

running applications (and while managing engines sharing memory queues).
3.4 Design

In this section, we describe how mRPC provides dynamic binding, efficient policy and

observability support, live upgrade, and security.

3.4.1 Dynamic RPC Binding

Applications have different RPC schemas, which ultimately decide how an RPC is mar-
shalled. In the traditional RPC-as-a-library approach, a protocol compiler generates the
marshalling code, which is linked into the application. In our design, the mRPC service
is responsible for marshalling, which means that the application-specific marshalling code
needs to be decoupled from an RPC library and run inside the mRPC service itself. Failing

to ensure this separation would allow arbitrary code execution by a malicious user.
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Applications directly submit the RPC schema (and not marshalling code) to the mRPC
service. The mRPC service generates the corresponding marshalling code, then compiles
and dynamically loads the library. Thus, we rely on our mRPC service code generator to
produce the correct marshalling code for any user-provided RPC schema. For the initial
handshake between an RPC client and an RPC server, the two mRPC services check that
the provided RPC schemas match, and if not, the client’s connection is rejected.

There are three remaining questions. First, what are the responsibilities of the in-
application user stub and mRPC library? In mRPC, applications rely on user stubs to
implement the abstraction as specified in their RPC schema. This means we still need to
generate the glue code to maintain the traditional application programming interface. Our
solution is to provide a separate protocol schema compiler, which is untrusted and run by
application developers, to generate the user stub code that does not involve marshalling and
transport. The application RPC stub (with the help of the mRPC library) creates a message
buffer that contains the metadata of the RPC, with typed pointers to the RPC arguments,
on the shared memory heap. The message is placed on a shared memory queue, which will
be processed by the mRPC service. The receiving side works in a similar way.

Second, does this approach increase RPC connect/bind time? Implemented naively,
this design will increase the RPC connect/bind time because the mRPC service has to
compile the RPC schema and load the resulting marshalling library when an RPC client
first connects to a corresponding server (or equivalently when an RPC server binds to the
service). However, this latency is not fundamental to our design, and we can mitigate it in
the following way. The mRPC service accepts RPC schemas before booting an application,
as a form of prefetching. Given a schema, it compiles and caches the marshalling code. At
the time of RPC connect/bind, the mRPC service simply performs a cache lookup based on
the hash of the RPC schema. If it exists within the cache, the mRPC service will load the
associated library; otherwise, the mRPC service will invoke the compiler to generate (and
subsequently cache) the library. This reduces the connect/bind time from several seconds

to several milliseconds.
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Third, when new applications arrive, do existing applications face downtime? The multi-
threaded mRPC service is a single process that serves many RPC applications; however, the
marshalling engines for different RPC applications are not shared. They are in different
memory addresses and can be (un)loaded independently. We will describe in §3.4.3 how to

load /unload engines without disrupting running applications.

3.4.2 Efficient RPC Policy Enforcement and Observability

We have one key idea to allow efficient RPC policy enforcement and observability:
senders should marshal once (as late as possible), while receivers should unmarshal once (as
early as possible). On the sender side, we want to support policy enforcement and observ-
ability directly over RPCs from the application, and then marshal the RPC into packets.
The receiver side is similar: packets should be unmarshalled into RPCs, applying policy
and observability operations, and then delivered directly to the application. Compared
to the traditional RPC-as-a-library approach with sidecars, this eliminates the redundant

(un)marshalling steps (see Figure 3.1).

Data: DMA-capable shared memory heaps. Our design is centered around a dedicated
shared memory heap between each application and the mRPC service. (Note that this heap
is not shared across applications.) Applications directly create data structures, which may
be used in RPC arguments, in a shared memory heap with the help of the mRPC library.
Each application has a separate shared memory region, which provides isolation between
(potentially mutually distrusting) applications. The mRPC library also includes a standard
slab allocator for managing object allocation on this shared memory. If there is insufficient
space within the shared memory, the slab allocator will request additional shared memory
from the mRPC service and then map it into the application’s address space. The mRPC
service has access to the shared memory heap, allowing it to execute RPC processing logic
over the application’s RPCs, but also maintains a private memory heap for necessary copies.

Figure 3.3 shows an example workflow that includes access control for a key-value store

service. Having the data structures directly in the shared memory allows an application
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to provide pointers to data, rather than the data itself, when submitting RPCs to the
mRPC service. We call the message sent from an application to the mRPC service an RPC
descriptor. If there are multiple RPC arguments, the RPC descriptor points to an array of
pointers (each pointing to a different argument on the heap).

Let us say we have an ACL policy that rejects an RPC if the key matches a certain
string. The mRPC service first copies the argument (i.e., key), as well as all parental data
structures (i.e., GetReq), onto its private heap. This is to prevent time-of-use-to-time-of-
check (TOCTOU) attacks. Since applications have access to DMA-capable shared memory
at all times, an application could modify the content in the memory while the mRPC
service is enforcing policies. Copying arguments is a standard mitigation technique, similar
to how OS kernels prevents TOCTOU attacks by copying system call arguments from user-
to kernel-space. This copying only needs to happen if the policy behavior is based on
the content of the RPC. We demonstrate in §3.6.2 that even with such copying, mRPC’s
overhead for an ACL policy is much lower than gRPC + Envoy. The RPC descriptor
is modified so that the pointer to the copied argument now points to the private heap.
On the receiver side, the TOCTOU attack is not relevant, but we need to take care not to
place RPCs directly in shared memory. If there is a receive-side policy that depends on RPC
argument values, the mRPC service first receives the RPC data into a private heap; it copies
the RPC data into the shared heap after policy processing. This prevents the application
from reading RPC data that should have been dropped or modified by the policies. Note
that we can bypass this copy when processing does not depend on RPC argument values
(e.g., rate limits). During ACL policy enforcement, the RPC is dropped if the key argument
is contained in a blocklist. Note that if an RPC is dropped, any further processing logic is
never executed (including marshalling operations).

Finally, at the end of the processing logic, the transport adapter engine executes. mRPC
currently supports two types of transport: TCP and RDMA. For TCP, mRPC uses the
standard, kernel-provided scatter-gather (iovec) socket interface. For RDMA, mRPC uses

the scatter-gather verb interface, allowing the NIC to directly interact with buffers on the
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FIGURE 3.3: Overview of memory management in mRPC. Shows an example for the Get
RPC that includes a content-aware ACL policy.

shared (or private) memory heaps containing the RPC metadata and arguments. For both
TCP and RDMA, mRPC provides disjoint memory blocks to the transport layer directly,

eliminating excessive data movements.3

Control: Shared-memory queues. To facilitate efficient communication between an appli-
cation and the mRPC service, we use shared memory control queues. mRPC allocates two
unidirectional queues for sending and receiving requests from an application to the mRPC
service. The requests contain RPC descriptors, which reference arguments on the shared
memory heap. The mRPC service always copies the RPC descriptors applications put in
the sending queue to prevent TOCTOU attacks. mRPC provides two options to poll the
queues: 1) busy polling, and 2) eventfd-based adaptive polling. In busy polling, both the
application-side mRPC library and the mRPC service busy poll on their ends of the queues.
In the eventfd approach, the mRPC library and the mRPC service sends event notifica-
tions after enqueuing to an empty queue. After receiving a notification, the queue is drained
(performing the necessary work) before subsequently waiting on future events. The eventfd

approach saves CPU cycles when queues are empty. Other alternative solutions may involve

3 For RDMA, if the number of disjoint memory blocks exceeds the limit of NIC’s capability to encapsulate
all blocks in one RDMA work request, mRPC coalesces the data into a memory block before transmission.
This is because sending a single work request (even with a copy) is faster than sending multiple smaller work
requests on our hardware.
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dynamically scaling up (or down) the number of threads used to busy poll by the mRPC
service; however, we chose the eventfd approach for its simplicity. In our evaluation, we use

busy polling for RDMA and eventfd-based adaptive polling for TCP.

Memory management. We provide a memory allocator in the mRPC library for applica-
tions to directly allocate RPC data structures to be sent on a shared memory heap. The
allocator invokes the mRPC service to allocate shared memory regions on behalf of the ap-
plication (similar to how a standard heap manager calls mmap or sbrk to allocate memory
from an OS kernel). We need to use a specialized memory allocator for RPC messages (and
their arguments), since RPCs are shared between three entities: the application, the mRPC
service, and the NIC. A memory block is safe to be reclaimed only when it will no longer
be accessed by any entity.

We adopt a notification-based mechanism for memory management. On the sender
side, the outgoing messages are managed by the mRPC library within the application. On
the receiver side, the incoming messages are managed by the mRPC service. When the
application no longer accesses a memory block occupied by outgoing messages, the memory
block will not be reclaimed until the library receives a notification from mRPC service that
the corresponding messages are already sent successfully through the NIC (similar to how
zero-copy sockets work in Linux). Incoming messages are put in buffers on a separate read-
only shared heap. The receiving buffers can be reclaimed when the application finishes
processing (e.g., when the RPC returns). To support reclamation of receive buffers, the
mRPC library notifies the mRPC service when specific messages are no longer in use by the
application. Notifications for multiple RPC messages are batched to improve performance. If
the receiver application code wishes to preserve or modify the incoming data, it must make an
explicit copy. Although this differs from traditional RPC semantics, in our implementation

of Masstree and DeathStarBench we found no examples where the extra copy was necessary.
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3.4.3 Live Upgrades

Although our modular engine design for the mRPC service is similar to Snap [179]
and Click [149], we arrive at very different designs for upgrades. Click does not support
live upgrades, while Snap executes the upgraded process to run alongside the old process.
The old process serializes the engine states, transfers them to the new process, and the
new process restarts them. This means that even changing a single line of code within a
single Snap engine requires a complete restart for all Snap engines. This design philosophy
is fundamentally not compatible with mRPC, as we need to deal with new applications
arriving with different RPC schemas, and thus our upgrades are more frequent. In addition,
we want to avoid fate sharing for applications: changes to an application’s datapath should
not impact the performance of other applications. Ultimately, Snap is a network stack that
does not contain application-specific code, where as mRPC needs to be application-aware
for marshalling RPCs.

We implement engines as plug-in modules that are dynamically loadable libraries. We
design a live upgrade method that supports upgrading, adding, or removing components of

the datapath without disrupting other datapaths.

Upgrading an engine. To upgrade one engine, mRPC first detaches the engine from its
runtime (preventing it from being scheduled). Next, mRPC destroys and deallocates the
old engine, but maintains the old engine’s state in memory; note that the engine is detached
from its queues and not running at this time. Afterwards, mRPC loads the new engine
and configures its send and receive queues. The new engine starts with the old engine’s
state. If there is a change in the data structures of the engine’s state, the upgraded engine
is responsible for transforming the state as necessary (which the engine developer must
implement). Note that this also applies to any shared state for cross-datapath engines. The

last step is for mRPC to attach the new engine to the runtime.

Changing the datapath. When an operator changes the datapath to add or remove an

engine, this process now involves the creation (or destruction) of queues and management
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of in-flight RPCs. Changes that add an engine are straightforward, since it only involves
detaching and reconfiguring the queues between engines. Changes that remove an engine are
more complex, as some in-flight RPCs may be maintained in internal buffers; for example,
a rate limiter policy engine maintains an internal queue to ensure that the output queue
meets a configured rate. Engine developers are responsible for flushing such internal buffers

to the output queues when the engines are removed.

Multi-host upgrades or datapath changes. Some engine upgrades or datapath changes
that involve both the sender and the receiver hosts need to carefully manage in-flight RPCs
across hosts. For example, if we want to upgrade how mRPC uses RDMA, both the sender
and the receiver have to be upgraded. In this scenario, the operator has to develop an
upgrade plan that may involve upgrading an existing engine to some intermediate, backward-
compatible engine implementation. The plan also needs to contain the upgrade sequence,
e.g., upgrading the receiver side before the sender side. Our evaluation demonstrates such
a complex live upgrade, which optimizes the handling of many small RPC requests over

RDMA (see §3.6.3).

3.4.4 Security Considerations

We envision two deployment models for mRPC: (1) a cloud tenant uses mRPC to manage
its RPC workloads (similar to how sidecars are used today); (2) a cloud provider uses mRPC
to manage RPC workloads on behalf of tenants. In both models, there are two different
classes of principals: operators and applications. Operators are responsible for configuring
the hardware/virtual infrastructure, deploying the mRPC service, and setting up policies
that mRPC will enforce. Applications run on an operator’s infrastructure, interacting with
the mRPC service to invoke RPCs. Applications trust operators, along with all privileged
software (e.g., OS) and hardware that the operators provide; both applications and operators
trust our mRPC service and protocol compiler. In both deployment models, applications
are not trusted and may be malicious (e.g., attempt to circumvent network policies).

In the first deployment model, mRPC service runs on top of a virtualized network that
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is dedicated to the tenant. Running arbitrary policy and observability code inside the
mRPC service cannot attack other tenants’ traffic since inter-tenant isolation is provided by
the cloud provider. In the second deployment model, our current prototype does not sup-
port running tenant-provided policy implementation inside mRPC service. How to safely
integrate tenant-provided policy implementation and a cloud provider’s own policy imple-
mentation is a future work.

From the application point of view, we want to ensure that mRPC provides equiva-
lent security guarantees as compared to today’s RPC library and sidecar approach, which
we discuss in terms of: 1) dynamic binding and 2) policy enforcement. Our dynamic
binding approach involves the generation, compilation, and runtime loading of a shared
library for (un)marshalling application RPCs. Given that the compiled code is based on the
application-provided RPC schema, this is a possible vector of attack. The mRPC schema
compiler is trusted with a minimal interface: other than providing the RPC schema, appli-
cations have no control on the process of how the marshalling code is generated. We open
source our implementation of the compiler so that it can be publicly reviewed.

As for all of our RPC processing logic, policies are enforced over RPCs by operating
over their representations in shared memory control queues and data buffers. With a naive
shared memory implementation, this introduces a vector of attack by exploiting a time-of-
check to time-of-use (TOCTOU) attack; for instance, the application could modify the RPC
message after policy enforcement but before the transport engine handles it. In mRPC,
we address this by copying data into an mRPC-private heap prior to executing any policy
that operates over the content of an RPC (as opposed to metadata such as the length).
Similarly, received RPCs cannot be placed in shared memory until all policies have been
enforced, since otherwise applications could see received RPCs before policies have a chance
to drop (or modify) them. Shared memory regions are maintained by the mRPC service on

a per-application basis to provide isolation.
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Table 3.1: mRPC Engine Interface.

Operations
doWork(in:[Queue], out:[Queue])
Operate over one or more RPCs available on input queues.
decompose(out:[Queue]) — State
Decompose the engine to its compositional states.
(Optionally output any buffered RPCs)
restore(State) — Engine
Restore the engine from the previously decomposed state.

3.5 Implementation

mRPC is implemented in 32K lines of Rust: 3K lines for the protocol compiler, 6K for
the mRPC control plane, 12K for engine implementations, and 11K for the mRPC library.
The mRPC control plane is part of the mRPC service that loads/unloads engines.

The mRPC control plane is not live-upgradable. The mRPC library is linked into ap-
plications and is thus also not live-upgradable. We do not envision the need to frequently
upgrade these components because they only implement the high-level, stable APIs, such as

shared memory queue communication and (un)loading engines.

Engine interface. Table 3.1 presents the essential API functions that all engines must im-
plement. Each engine represents some asynchronous computation that operates over input
and output queues via doWork, which is similar in nature to Rust’s Future. mRPC uses a
pool of runtime executors to drive the engines by calling doWork, where each runtime execu-
tor corresponds to a kernel thread. We currently implement a simple scheduling strategy
inspired by Snap [179]: engines can be scheduled to a dedicated or shared runtime on start.
In addition, runtimes with no active engines will be put to slept and release CPU cycles.
The engines also implement APIs to support live upgrading: decompose and restore. In
decompose, the engine implementation is responsible for destructing the engine and creating
a representation of the final state of the engine in memory, returning a reference to mRPC.
mRPC invokes restore on the upgraded instance of the engine, passing in a reference to the

final state of the old engine. The developer is responsible for handling backward compati-
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bility across engine versions, similar to how application databases may be upgraded across

changes to their schemas.

Transport engines. We abstract reliable network communication of messages into trans-
port engines, which share similar design philosophy with Snap [179] and TAS [144]. We
currently implement two transport engines: RDMA and TCP. Our RDMA transport engine
is implemented based on OFED libibverbs 5.4, while our TCP transport engine is built on

Linux kernel’s TCP socket.

3.5.0.0.1 mRPC Library. Modern RPC libraries allow the user to specify the RPC data
types and service interface through a language-independent schema file (e.g., protobuf for
gRPC, thrift for Apache Thrift). mRPC implements support for protobuf and adopts
similar service definitions as gRPC, except for gRPC’s streaming API. mRPC also integrates
with Rust’s async/await ecosystem for ease of asynchronous programming in application
development.

To create an RPC service, the developer only needs to implement the functions declared
in the RPC schema. The dependent RPC data types are automatically generated and linked
with the application by the mRPC schema compiler. The mRPC library handles all the rest,
including task dispatching, thread management, and error handling. To allow applications
to directly allocate data in shared memory without changing the programming abstraction,
we implement a set of shared memory data structures that expose the same rich API as
Rust’s standard library. This is done by replacing the memory allocation of data structures

such as Vec and String with the shared memory heap allocator.
3.6 Evaluation

We evaluate mRPC using an on-premise testbed of servers with two 100 Gbps Mellanox
Connect-X5 RoCE NICs and two Intel 10-core Xeon Gold 5215 CPUs (running at 2.5 GHz
base frequency). The machines are connected via a 100 Gbps Mellanox SN2100 switch.
Unless specified otherwise, we keep a single in-flight RPC to evaluate latency. To benchmark

goodput and RPC rate, we let each client thread keep 128 concurrent RPCs on TCP and
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32 concurrent RPCs on RDMA.

3.6.1 Microbenchmarks

We first evaluate mRPC’s performance through a set of microbenchmarks over two ma-
chines, one for the client and the other for the server. The RPC request has a byte-array
argument, and the response is also a byte array. We adjust the RPC size by changing the
array length. RPC responses are an 8-byte array filled with random bytes. We compare
mRPC with two state-of-the-art RPC implementations, eRPC and gRPC (v1.48.0). We
deploy Envoy (v1.20) in HTTP mode to serve as a sidecar for gRPC. We use mRPC’s TCP
and RDMA backends to compare with gRPC and eRPC, respectively. There is no existing
sidecar that supports RDMA. To evaluate the performance of using a sidecar to control
eRPC traffic, we implement a single-thread sidecar proxy using the eRPC interface. We

keep applications running for 15 seconds to measure the result.

Small RPC latency. We evaluate mRPC’s latency by issuing 64-byte RPC requests over
a single connection. Table 3.2 shows the latency for small RPC requests. Note that since
the marshalling of small messages is fast on modern CPUs, the result in the table remains
stable even when the message size scales up to 1 KB. We use netperf and ib_read_lat to
measure raw round-trip latency.

mRPC achieves median latency of 32.8 ps for TCP and 7.6 ps for RDMA. Relative to
netperf (TCP) or a raw RDMA read, mRPC adds 11.8 or 5.1 ps to the round-trip latency.
This is the cost of the mRPC abstraction on top of the raw transport interface (e.g., socket,
verbs).

We also evaluate latency in the presence of sidecar proxies. The sidecars do not enforce
any policies, so we are only measuring the base overhead. Our results show that adding
sidecars substantially increases the RPC latency. On gRPC, adding Envoy sidecars more
than triples the median latency. The result is similar with eRPC. On mRPC, having a
NullPolicy engine (which simply forwards RPCs) in the mRPC service has almost no effect

on latency, increasing the median latency only by 300 ns.
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Comparing the full solution (mRPC with policy versus gRPC/eRPC with proxy), mRPC
speeds up the median latency by 6.1x (i.e., 33.4 ps against 203.4 ps) and the 99th percentile
tail latency by 5.8x. On RDMA, mRPC speeds up eRPC by 1.3x and 1.4x in terms of
median and tail latency (respectively). This is because the communication between the
eRPC app and its proxy goes through the NIC, which triples the cost in the end-host driver
(including the PCle latency). In contrast, mRPC’s architecture shortcuts this step with
shared memory.

In addition, to separate the performance gain from system implementation difference,
we evaluate the latency of mRPC with full gRPC-style marshalling (protobuf encoding and
HTTP/2 framing) in the presence of NullPolicy engines as an ablation study. Under this
setting, compared with gRPC + Envoy, mRPC speeds up the latency by 4.1x in terms
of both median and tail latency. We also observe that the mRPC framework does not
introduce significant overhead. Even with the cost of protobuf and HTTP/2 encoding,
mRPC still achieves slightly lower latency compared with standalone gRPC. In mRPC,
we can choose a customized marshalling format, because we know the other side is also
an mRPC service. In other cases, e.g., when interfacing with external traffic or dealing
with endianness differences, we can still apply full-gRPC style marshalling. When mRPC
is configured to use full-gRPC style marshalling, we only need to pay (un)marshalling costs
between mRPC services. For gRPC + Envoy, in addition to the (un)marshalling costs
between Envoy proxies, the communication between applications and Envoy proxies also
needs to pay this (un)marshalling cost. In the remaining evaluations, we will focus on

mRPC’s customized marshalling protocol.

Large RPC goodput. The client and server in our goodput test use a single application
thread. The left side of Figure 3.4 shows the result. From this point on, when we discuss
mRPC’s performance, we focus on the performance of mRPC that has at least a NullPolicy
engine in place to fairly compare with sidecar-based approaches.

mRPC speeds up gRPC + Envoy and eRPC + Proxy, by 3.1x and 9.3 %, respectively, for

8KB RPC requests. mRPC is especially efficient for large RPCs*, for which (un)marshalling
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Table 3.2: Microbenchmark [Small RPC latency]: Round-trip RPC latencies for 64-byte
requests and 8-byte responses.

Transport Solution Median Latency (us) P99 Latency (us)

Netperf 21.0 32.0

gRPC 63.0 90.3

TCP mRPC 32.8 38.7
gRPC+Envoy 203.4 251.1

mRPC+NullPolicy 33.4 43.3
mRPC+NullPolicy+HTTP+PB 49.8 61.9

RDMA read 2.5 2.8

eRPC 3.6 4.1

RDMA mRPC 7.6 8.7
eRPC+Proxy 11.3 15.6

mRPC+NullPolicy 7.9 9.1

takes a higher fraction of CPU cycles in the end-to-end RPC datapath. Having a side-
car substantially hurts RPC goodput both for TCP and RDMA. In particular, for RDMA,
intra-host roundtrip traffic through the RNIC might contend with inter-host traffic in the
RNIC/PClIe bus, halving the available bandwidth for inter-host traffic. mRPC even outper-
forms gRPC (without Envoy). mRPC is fundamentally more efficient in terms of marshalling

format: mRPC uses iovec and incurs no data movement.

CPU overheads. To understand the mRPC CPU overheads, we measure the per-core
goodput. The results are shown on the right side of Figure 3.4. mRPC speeds up gRPC
+ Envoy and eRPC + Proxy, by 3.8x and 9.3x, respectively. This means mRPC is much
more CPU-efficient than gRPC + Envoy and eRPC + Proxy. eRPC (without a proxy) is

quite efficient, but converges to mRPC’s efficiency as RPC size increases.

RPC rate and scalability. We evaluate mRPC’s small RPC rate and its multicore scala-
bility. We fix the RPC request size to 32 bytes and scale the number of client threads. We
use the same number of threads for the server as the client, and each client connects to one

server thread. Figure 3.5 shows the RPC rates when scaling from 1 to 8 user threads. All the

4 Standalone eRPC exhibits relatively lower goodput on RoCE than on Infiniband. According to the eRPC
paper [135], eRPC should achieve 75 Gbps on Infiniband for 8MB RPCs.
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FIGURE 3.4: Microbenchmark [Large RPC goodput]: Comparison of goodput for large
RPCs. Note that different solutions demand different amounts of CPU cores, so we also
normalized the goodput to their CPU utilization, as shown in the right figures. The error
bars show the 95% confidence interval, but they are too small to be visible.

tested solutions scale well. mRPC’s RPC rates scale by 5.1x and 7.2x, on TCP and RDMA,
from a single thread to 8 threads. As a reference, gRPC scales by 4.3x, gRPC + Envoy
scales by 3.9x, and eRPC scales by 6.5x. mRPC achieves 0.43 Mrps on TCP and 6.5 Mrps
on RDMA with 8 threads. gRPC + Envoy only has 0.09 Mrps, so mRPC outperforms it by
5x. We do not evaluate eRPC + proxy, because our eRPC proxy is only single-threaded.
When we run eRPC + proxy with a single thread, it achieves 0.51 Mrps. So even if eRPC

+ proxy scales linearly to 8 threads, mRPC still outperforms it.
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FIGURE 3.5: Microbenchmark [RPC rate and scalability]: Comparison of small RPC rate
and CPU scalability. The bars show the RPC rate. The error bars show the 95% confidence
interval.

3.6.2 Efficient Policy Enforcement

We use two network policies as examples to demonstrate mRPC’s efficient support for
RPC policies: (1) RPC rate limiting and (2) access control based on RPC arguments. RPC
rate limiting allows an operator to specify how many RPCs a client can send per second.
We implement rate limiting as an engine using the token bucket algorithm [257]. Our access
control policy inspects RPC arguments and drops RPCs based on a set of rules specified by
network operators. These two network policies differ greatly from traditional rate limiting
and access control, which only limit network bandwidth and can only operate on packet
headers.

We compare rate limit enforcement using an mRPC policy versus using Envoy’s rate
limiter on gRPC workloads. To evaluate the performance overheads, we set the limit to
infinity so that the actual RPC rate is never above the limit (allowing us to observe the
overheads). Figure 3.6a shows the RPC rate with and without the rate limits. gRPC’s RPC
rate drops immediately from 49K to 25K. This is because having a sidecar proxy (Envoy)
introduces substantial performance overheads. For mRPC, the RPC rate stays the same at
82K. This is because having a policy introduces minimal overheads. The extra policy only

adds tens to hundreds of extra CPU instructions on the RPC datapath.
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FIGURE 3.6: Efficient Support for Network Policies. The RPC rates with and without
policy are compared. The bars of w/o Limit and w/o ACL for gRPC show its throughput
when the sidecar is bypassed. The error bars show the 95% confidence interface.

We evaluate access control on a hotel reservation application in DeathStarBench [81].
The service handles hotel reservation RPC requests, which include the customer’s name, the
check-in date, and other arguments. The service then returns a list of recommended hotel
names. We set the access control policy to filter RPCs based on the customerName argument
in the request. We use a synthetic workload containing 99% valid and 1% invalid requests.
We again compare our mRPC policy against using Envoy to filter gRPC requests. We
implement the Envoy policy using WebAssembly. gRPC’s rate drops from 50K to 13K. This
is because of the same sidecar overheads and now Envoy has to further parse the packets to
fetch the RPC arguments. On mRPC, the performance drop is much smaller, from 84K to
79K. Note that, on mRPC, the performance overhead of introducing access control is larger
than rate limiting. For access control, the mRPC service has to copy the relevant field (i.e.,
customerName) to the private heap to prevent TOCTOU attacks on the sender side and has

to copy the RPC from a private heap to the shared heap on the receiver side.
3.6.3 Live Upgrade

We demonstrate mRPC’s ability to live upgrade using two scenarios.

Scenario 1. During our development of mRPC, we realized that using the RDMA NIC’s

scatter-gather list to send multiple arguments in a single RPC can significantly boost
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FIGURE 3.7: Live upgrade. In (a), the annotations indicate when the client of App A and
server of A and B are upgraded. In (b), the annotations denote the specified rate and
when the policy is removed.

mRPC’s performance. In this approach, even when an RPC contains arguments that
are scattered in virtual memory, we can send the RPC using a single RDMA operation
(ibv_post_send). We use these two versions of our RDMA transport engine to demonstrate
that mRPC enables such an upgrade without affecting running applications. Note that all
other evaluations already include this RDMA feature. This upgrade involves both the client
side’s mRPC service and the server side’s mRPC service, because it involves how RDMA is
used between machines (i.e., transport adapter engine). gRPC and eRPC cannot support
this type of live upgrade.

We run two applications (App A and App B). Both applications are sending 32-byte
RPCs, and the responses are 8 bytes. A and B share the mRPC service on the server side.
A’s and B’s RPC clients are on different machines. We keep 8 concurrent RPCs for B, forcing
it to send at a slower rate, while using 32 for A. We first upgrade the server side to accept
arguments as a scatter-gather list, and we then upgrade the client side of A. Figure 3.7a
shows the RPC rate of A and B. When the server side upgrades, we observe a negligible
effect on A’s and B’s rate. Neither A nor B needs recompilation or rebooting. When A’s
client side’s mRPC service is upgraded, A’s performance increases from 480K to 860K. B’s

performance is not affected at all because B’s client side’s mRPC service is not upgraded.
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FIGURE 3.8: DeathStarBench: Mean latency of in-application processing and network
processing of microservices. The latency of a microservice includes RPC calls to other
microservices. The frontend latency represents complete end-to-end latency.

Scenario 2. Enforcing network policies has performance overheads, even when they do not
have any effect. For example, enforcing a rate limit of an extremely large throttle rate still
introduces performance overheads just for tracking the current rate using token buckets.
mRPC allows policies to be removed at runtime, without disrupting running applications.
We use the same rate limiting setup from §3.6.2 but on top of RDMA transport. Fig-
ure 3.7b shows the RPC rate. We start from not having the rate limit engine. We then
load the rate limit engine and set the throttled rate to 500K. The RPC rate immediately
becomes 500K. We then set the throttled rate to be infinite, and the rate becomes 840K.

After we detach the rate limit engine, the rate becomes 890K.

Takeaways. There are two overall takeaways from these experiments. First, mRPC
allows upgrades to the mRPC service without disrupting running applications. Second,
live upgrades allow for more flexible management of RPC services, which can be used to
enable immediate performance improvements (without redeploying applications) or dynamic

configuration of policies.
3.6.4 Real Applications

We evaluate how the performance benefits of mRPC transform into end-to-end application-

level performance metrics.
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DeathStarBench.  We use the hotel reservation service from the DeathStarBench [81]
microservice benchmark suite. The reference benchmark is implemented in Go with gRPC
and Consul [55] (for service discovery). Our mRPC prototype currently only supports Rust
applications, and we thus port the application code to Rust for comparison. We use the
same open-source services such as memcached [182] and MongoDB [189].

We distribute the HT'TP frontend and the microservices on four servers in our testbed.
The monolithic services (memcached, MongoDB) are co-located with the microservices that
depend on them. We use a single thread for each of the microservices and the frontend.
Further, we deploy an Envoy proxy as a sidecar on each of the servers (with no active
policy). The provided workload generator [81] is used to submit HTTP requests to the
frontend. For a fair comparison, we also implemented a Rust version of the benchmark
with Tonic [260], which is the de facto implementation of gRPC in Rust. We deploy the
mRPC and Tonic implementations on bare metal, while the reference Go suite runs in
Docker containers with a host network (which introduces negligible performance overheads
compared to using bare metal [309]). All three solutions are based on TCP. We issue 20
requests per second for 250 seconds and record the latency of each request, breaking it down
into the in-application processing time and network processing time for each microservice
involved. In our evaluation, the dynamic bindings of the user applications are already cached
in mRPC service, so the time to generate the bindings is not included in the result.

Figure 3.8 shows the latency breakdown. First, we validate that our own implementation
of DeathStarBench on Rust is a faithful re-implementation. We can see that the original Go
implementation and our Rust implementation have similar latency. Moreover, the amount
of latency spent in gRPC is similar. Second, mRPC with a null policy outperforms by 2.5x
gRPC with a sidecar proxy in average end-to-end latency.

Masstree analytics. We also evaluate the performance of Masstree [177], an in-memory
key-value store, over both mRPC and eRPC [135] using RDMA. We follow the exact same
workload setup used in eRPC, which contains 99% I/O-bounded point GET request and

1% CPU-bounded range SCAN request. We run the Masstree server on one machine and
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Table 3.3: Masstree analytics: Latency and the achieved throughput for GET operations.
MOPS is Million Operations Per Second.

Median Latency P99 Latency Throughput

eRPC 16.8 ps 21.7 ps 8.7 MOPS
mRPC 22.5 ps 33.1ps 7.0 MOPS

run the client on another machine. Both the server and the client use 10 threads, with
each client thread using 16 concurrent requests. The test runs for 60 seconds. The result
in Table 3.3 shows that eRPC outperforms mRPC, which makes sense since eRPC is a well-
designed library implementation that is focused on high performance. mRPC enables many
other manageability features in exchange for a slight reduction in performance. In this case,
using mRPC instead of eRPC means that median latency increases by 34% and throughput

reduces by 20%.

3.7 Related Work

3.7.0.0.1 Fast RPC implementations. Optimizing RPC has a long history. Birrell and
Nelson’s early RPC design [36] includes generating bindings via a compiler, interfacing with
transport protocols, and various optimizations (e.g., implicit ACK). Bershad et al. showed
how to use shared-memory queues to efficiently pass RPC messages between processes on
the same machine [34]. mRPC’s shared-memory region leverages this idea but extends it to
allow for marshalling code to be applied after policy enforcement. A similar use of shared-
memory queues can be found with recent Linux support for asynchronous system calls [17]
combined with scatter-gather I/O [172]; unlike traditional system calls, however, mRPC
protocol descriptions can be defined at runtime.

Another line of work uses RDMA to speed network RPCs [252, 253, 47, 188, 137, 135].
These studies assume direct application access to network hardware and are thus susceptible
to RDMA’s security weaknesses [231]. mRPC leverages ideas from RDMA RPC research
but in a way that is compatible with policy enforcement and observability, by doing so

as a service. Another line of work reduces the cost of marshalling, by using alternative
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formats [223, 259, 74, 41, 35, 132, 195, 12| or designing hardware accelerators [139, 219, 278,
123|. This work is largely orthogonal to our goal of removing unnecessary marshalling steps

but could be applied to further improve mRPC performance.

3.7.0.0.2 Fast network stacks. Building efficient host network stacks is a popular research
topic. MegaPipe [101], mTCP [128|, Arrakis [212], IX [29], eRPC [135]|, and Demiker-
nel [293] advocate building the network stack as a user-level library, bypassing the kernel for
performance. In these systems, an application directly accesses the network interface, but
they assume policy can be enforced by the network hardware and are thus vulnerable if the
hardware has security weaknesses. mRPC can interpose policy on any RPC. Like mRPC,
Snap [179] and TAS [144] implement the network stack as a service, but they stop at layer 4
(TCP and UDP) rather than layer 7 (RPC). Application RPC stubs must marshal data into
shared memory queues to use Snap or TAS. Flexible policy engines are a key feature of Snap,
but because Snap operates at layer 4, it can only apply layer 7 policies by unmarshalling
and re-marshalling RPC data. A fast network stack like mRPC can also be implemented
directly in the kernel. LITE [264] implements RDMA operations as system calls inside the
kernel to improve manageability, and Shenango [204] interposes a specialized kernel packet

scheduler for network messages.

3.7.0.0.3 Fast network proxies. There is a long line of work on improving the performance
of network proxies [149, 213, 248, 206, 117, 207, 122, 141, 178, 159, 146, 183, 215, 294|. Much
of this work considers the general case of a standalone proxy. Our work differs in two ways.
First, our proposed technique is only for RPC traffic rather than generalized TCP traffic.
Second, we co-design the application library stub and proxy, and thus, both must be co-
located on the same machine for our shared memory queues to function. In today’s sidecar
proxies (our baseline), this assumption holds, but it does not hold for generalized network

proxies.

3.7.0.0.4 Live upgrades of system software. Being able to update system software with-

out disrupting or restarting applications is key to achieving end-to-end high availability.
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Snap [179] provides live upgrade of the network stack running as a proxy; Bento [184] pro-
vides similar functionality for kernel-resident file systems. Relative to these systems, mRPC
upgrades are more fine-grained. For example, Snap targets a maximum outage during up-
grades of 200 milliseconds, by spawning another instance of itself and moving all connections
to the new process. By contrast, our goal is near instantaneous changes and upgrades to RPC
protocol definitions, policy engines, and marshalling code. We accomplish this by keeping
the control plane intact and performing updates by loading and unloading dynamic libraries.
eBPF is a Linux kernel extensibility mechanism that supports dynamic updates [67]; unlike
eBPF, mRPC can dynamically change the execution graph of policy engines as well as the

individual engines themselves.
3.8 Summary

Remote procedure call has become the de facto abstraction for building distributed ap-
plications in datacenters. The increasing demand for manageability makes today’s RPC
libraries inadequate. Inserting a sidecar proxy into the network datapath allows for man-
ageability but slows down RPC substantially due to redundant marshalling and unmar-
shalling. We present mRPC, a novel architecture to implement RPC as a managed service
to achieve both high performance and manageability. mRPC eliminates the redundant mar-
shalling overhead by applying policy to RPC data before marshalling and only copying data
when necessary for security. This new architecture enables live upgrade of RPC process-
ing logic and new RPC scheduling and transport methods to improve performance. We
have performed extensive evaluations through a set of micro-benchmarks and two real ap-
plications to demonstrate that mRPC enables a unique combination of high performance,
policy flexibility, security, and application-level availability. Our source code is available at

https://github.com/phoenix-dataplane/phoenix.
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4. NUSE: Towards a FUSE Counterpart for Networking

In the previous chapters, we demonstrated concrete benefits of co-designing networking
with applications through two targeted systems, NetHint and mRPC. We now broaden our
scope to consider a more general approach to extensibility in the operating system’s network
stack. NetHint and mRPC each tackled specific limitations: the former provided applications
with network insight, and the latter moved application-level communication logic into the
OS for efficiency; chapter 4 takes a step further by asking how the operating system itself can
be rearchitected to better support such application-networking integration. In this chapter,
we introduce NUSE, which can be viewed as a networking analogue to FUSE (Filesystem
in Userspace). The goal of NUSE is to enable flexible experimentation and deployment of
network functionality in user space while still leveraging the kernel for performance-critical
operations. This transition marks a shift from solving today’s problems to anticipating
future needs: we move from improving existing interfaces to proposing a new architecture

for host networking.
4.1 Introduction

Host networking has been a focal point of continuous innovation in both academia and
industry, fueled by the proliferation of performance-critical workloads such as large lan-
guage models (LLMs) [203, 263, 48|, data analytics [60, 288, 42, 262, 173, 90|, and other
cloud-scale services [111, 274]. Over the past decade, researchers and practitioners have
explored numerous strategies to optimize host networking, including transport optimiza-
tion |7, 276, 304, 185, 190, 153|, flow scheduling and load balancing [18, 53, 291|, enhance-
ments in packet processing and network virtualization [213, 178, 309, 108|, drawing on a
wide range of techniques spanning kernel-level enhancements, kernel-bypass frameworks,
and programmable hardware.

These efforts underscore the importance of reducing software overheads and improving
performance isolation, yet they also highlight the fragmentation of approaches in this space.

While some solutions rely on extensive kernel modifications [205, 18, 276]|, requiring spe-
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cialized developer expertise and careful maintenance, others build entirely new user-level
stacks [128, 144, 66, 1| or introduce hardware offloading mechanisms {147, 72, 24]. This di-
versity in solutions showcases the creativity of the research community but also results in a
scattered ecosystem. Consequently, there is no single, standardized methodology for imple-
menting and comparing advanced host networking ideas, making it difficult for researchers
to evaluate their innovations in a common context.

Building and deploying host networking solutions is challenging. In many high-speed
environments, overhead in the kernel TCP stack [246, 39| can overshadow the performance
gains promised by new designs, limiting their practical impact. Integrating a new fea-
ture into the Linux kernel requires working through complex APIs, patch reviews, and
version-specific constraints (given the kernel does not guarantee a stable API), which slows
down research and prototyping. Some projects by pass the kernel entirely, but user-level
or hardware-specific approaches often lack broad adoption and can struggle to provide cen-
tralized subsystems, such as firewall or traffic control, which are essential for a networked
system. A lack of standardized benchmarking adds another layer of difficulty. Researchers
use different frameworks, hardware configurations, and workload scenarios, making their
results difficult to directly compare. Consequently, a promising idea might only be tested
under narrow conditions, creating uncertainty about its benefits in other settings. Code
reusability is also hampered by closed-source licensing or specialized dependencies, discour-
aging collaboration. Without a common platform for easy implementation and evaluation,
many host networking optimizations remain limited to specialized deployments or academic
prototypes, and never reach their full potential in broader practice.

To address these challenges, we propose a unified experimental platform, NUSE, that
aims to streamline host networking research by lowering the barriers to prototyping, eval-
uation, and deployment. We draw inspiration from Filesystem in userspace (FUSE) [62],
which has been widely adopted in production and, in some cases, has even outperformed
traditional in-kernel file systems in terms of flexibility and usability. The success of FUSE

demonstrates that a well-designed user-space framework can gain widespread adoption while
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FIGURE 4.1: The NUSE hybrid architecture. The NUSE Shim intercepts network-related
system calls from an application and directs them to the user-space NUSE System Service.
The NUSE System Service contains multiple engines (for user sockets, kernel
compatibility, a TCP stack, and a netdev driver) to process network operations in user
space. The NUSE Driver in the kernel forwards packets between the kernel’s networking
stack and the user-space stack, acting as a virtual network interface. The UC Channel
leverages RDMA (via ibverbs) to offload data transmission from user space directly to
the NIC, achieving high throughput with minimal kernel intervention.

maintaining high performance. Similarly, an effective user-space networking platform should
provide the same level of extensibility and practicality as FUSE. By adopting a hybrid-kernel
architecture—drawing inspiration from Snap [179, 144, 45, 281|, developers can flexibly re-
locate host networking logic (for instance, device-driver or transport-layer components) into
userspace, while continuing to leverage the kernel stack for any unmodified functionality.
This design balances ease of experimentation with the robustness of the kernel’s network-
ing stack, reducing development complexity while addressing fragmentation. In addition,
NUSE includes standardized benchmarking tools, enabling consistent evaluation of different
designs under common and representative workloads. We provide ready-to-run scripts and

application profiles (e.g., Redis, Memcached, and collective communication applications), so
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research can easily measure the impact of their host networking improvements.

Although NUSE draws inspiration from FUSE, there are several key distinctions be-
tween the two. In FUSE, for simplicity, all file system-related system calls enter the kernel,
with some calls being forwarded to userspace for handling. However, because a file system
provides a block device-like API, certain requests—such as read or statfs—can be cached
and served directly from the kernel when the underlying files remain unchanged. As a re-
sult, under read-most workloads, FUSE can achieve performance comparable to in-kernel
file systems due to kernel caching. In contrast, networking operates under a fundamen-
tally different paradigm. The networking subsystem provides a streaming-like API, where
caching opportunities are minimal or nonexistent. Simply replicating FUSE’s architecture
would lead to significant performance bottlenecks. To address this challenge, NUSE adopts a
hybrid approach based on LD_PRELOAD and in-shim filtering mechanisms. Specifically, NUSE
provides a virtual network device (netdev), which networked applications explicitly bind to
when allocating socket file descriptors. All socket requests that match the NUSE device and
protocol are redirected via a ring buffer to the NUSE system service for processing, while
non-relevant sockets are handled directly by the kernel. For statically linked applications
(such as most Go programs), where dynamic function interposition via LD_PRELOAD is ineffec-
tive, system calls first pass through the kernel before being redirected to NUSE —similar to
how FUSE handles requests in cases where userspace interception is unavailable. While this
introduces an additional performance overhead, it ensures broad compatibility with existing
applications.

This work explores three key questions. First, is such a system feasible within a hybrid-
kernel architecture, and what are the major challenges in implementing it? We outline the
design of NUSE in §4.3 and discuss key implementation blockers in §4.4. Second, what
are the trade-offs and challenges in realizing this approach? We analyze the implications
of shared memory queues, data movement, and application transparency as fundamental
constraints in §4.2. Finally, where does this approach apply, and what are its limitations?

We explore NUSE’s applicability, potential constraints, and future directions in §4.5.

79



4.2 Background and Motivation

Despite significant advancements, host networking research remains fragmented, making
it difficult for researchers to prototype, evaluate, and deploy new designs in a unified envi-
ronment. Existing solutions vary widely, from kernel modifications to user-space stacks and
hardware offloading, yet these approaches are often incompatible, leading to isolated develop-
ment efforts. The lack of a standardized evaluation framework further complicates progress,
as researchers rely on diverse testbeds, workloads, and performance metrics, making direct
comparisons between techniques unreliable. Moreover, integrating innovations into real-
world systems remains challenging—kernel modifications require navigating complex APIs
and version constraints, while user-space alternatives often lack system-wide integration,

limiting their practical adoption.
4.2.1 Limitations of Existing Approaches

Efforts to improve host networking largely fall into two categories: kernel-bypass ap-

proaches and in-kernel extensibility.

kernel-bypass techniques, including user-space library network stacks and frameworks
such as DPDK and RDMA, eliminate kernel overhead by processing packets in user space,
they introduce deployment challenges. These solutions require applications to be rewritten
or linked against custom libraries, reducing compatibility with existing software. Addition-
ally, they often lack integration with system-wide services like firewalling and traffic control,
forcing developers to reimplement essential functionality. While frameworks such as DPDK
deliver high throughput, they depend on specialized hardware and require non-trivial appli-

cation modifications, making them impractical for general-purpose networking research.

In-kernel extensibility mechanisms, such as eBPF, offer a way to modify networking
behavior without kernel patches, allowing safe and dynamic updates to packet processing
logic. However, eBPF programs are constrained by strict verification rules, limiting their
expressiveness and preventing full transport-layer modifications. Although eBPF provides

an efficient means for extending kernel behavior, it remains unsuitable for designing entirely
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FIGURE 4.2: Message rate comparison between Native RDMA WRITE and NUSE
(polling). While NUSE achieves near-native performance for larger messages, smaller
messages show a significant gap due to system overhead.

new networking architectures.

4.2.2 Performance Implications of Shared Memory Queues

To understand the performance implications of NUSE’s architecture, we evaluate a micro-
benchmark scenario in which an application continuously sends fixed-size messages. To
isolate system overhead, rather than using the socket API, we implement a prototype that
forwards RDAM Verbs calls to the NUSE system service, an even more performance-sensitive
use case. The experiments are conducted on two servers, each with one 100 Gbps Mellanox
Connect-X5 RoCE NIC and two Intel 10-core Xeon Gold 5215 CPUs. We use perftest, a
standard RDMA benchmarking tool, with RDMA WRITE as the baseline comparison. Each
thread maintains a single Queue Pair (QP)/connection to ensure fair comparison across
configurations.

Figure Figure 4.2 presents the message rate as a function of message size. When the
message size is small, NUSE achieves 3.5 million RPS (requests per second), while native
RDMA WRITE reaches 7.3 million RPS, nearly double the throughput. As message size

increases towards 8 KB, the message rates converge due to bandwidth becoming the primary
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FIGURE 4.3: Latency comparison between Native RDMA WRITE and NUSE (polling).

NUSE incurs a small but measurable overhead for small messages, which diminishes as
message size increases.

bottleneck rather than system overhead.

Another key observation is CPU efficiency: while NUSE achieves comparable bandwidth
for large messages, it consumes twice the CPU resources compared to native RDMA. This
means that when measuring per-core message rate, NUSE achieves only one-fourth of the
efficiency of native RDMA.

Figure Figure 4.3 illustrates the median latency across different message sizes. For small
messages, NUSE exhibits a median latency of 1.9 s, compared to 1.3 ns for native RDMA
WRITE, indicating an additional overhead of approximately 600 ns. This overhead, which
stems from shared memory polling and software stack processing, remains relatively small
even under extreme conditions. As message size grows beyond 2 KB, this additional latency
is effectively hidden by transmission time, making NUSE’s latency indistinguishable from

the native baseline.

Implications for Socket-Based Applications. = When extending these results to socket-
based communication, we note that traditional BSD sockets inherently introduce an overhead

of 1ps per call, regardless of message size. Given this baseline, NUSE’s additional overhead
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for sockets is expected to be negligible, as its primary impact is within sub-microsecond
latency ranges.

However, the use of busy polling in shared memory queues results in twice the CPU
consumption. This suggests two potential optimization paths: (1) Reducing CPU polling
overhead through advanced mechanisms, such as event-driven wake-ups or user interrupts
(8§4.4). (2) Employing event notification mechanisms for latency-insensitive workloads, se-

lectively using polling for performance-critical paths.

4.2.3 Motivation for a Hybrid-Kernel Approach

Given these limitations and the performance implications of shared memory queues, we
propose a hybrid-kernel architecture that balances user-space flexibility with kernel com-
patibility while leveraging RDMA NICs for performance scalability. As RDMA has become
increasingly common, especially in deep learning and large-language model workloads, it pro-
vides a natural foundation for high-performance host networking. However, existing RDMA
and kernel-bypass frameworks often require extensive rewrites and specialized expertise,
limiting their adoption.

Our approach avoids this complexity by enabling transparent RDMA acceleration with-
out requiring applications to be restructured or a full user-space stack to be reimplemented.
Unlike eBPF, which is constrained in modifying transport-layer behavior, our design sup-
ports deeper stack customization while retaining integration with system-wide networking
features. This enables researchers to experiment with new transport mechanisms efficiently

while ensuring compatibility with existing workloads.

4.3 NUSE Design

NUSE introduces a hybrid-kernel architecture that intercepts standard socket calls from
applications and routes them to a user-space networking stack when appropriate. This
design provides a user-space execution environment for transport-layer protocols, reducing
kernel overhead while still allowing flexibility and extensibility. As shown in Figure 4.1 The

core components of NUSE include the NUSE Shim, NUSE System Service, NUSE Driver,
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and UC Channel — these work together to optimize data movement and CPU utilization in

networking operations.

4.3.1 NUSE Shim: Dispatching System Calls

To enable transparent redirection of networking calls, NUSE uses LD_PRELOAD to interpose
on socket-related system calls such as socket(), send(), recv(), and bind(). The NUSE
Shim library intercepts these calls and filters them based on the application’s requirements,
ensuring that only relevant traffic is diverted to the user-space stack. Non-relevant traffic
(for example, DNS or DHCP requests) is passed through to the standard kernel networking
stack as usual. In cases where dynamic interception is ineffective (e.g. in statically linked Go
binaries), the system calls follow a fallback path into the kernel and are then forwarded back

to NUSE for processing, ensuring compatibility even when direct interception isn’t possible.

4.3.2 NUSE System Service: Userspace Network Processing

The NUSE System Service is a user-space daemon responsible for handling all intercepted
networking operations. It consists of multiple NUSE Engines, each managing a different

aspect of the networking stack to maximize parallelism and modularity.

User Socket Engine pools a shared memory queue for intercepted socket operations coming

from applications and dispatches them for processing.

Kernel Socket Engine handles any operations that had to fall back to the kernel, providing

a compatibility layer so that those operations can still be managed with minimal disruption.

TCP Stack Engine implements transport-layer protocol logic (e.g. a TCP/IP stack in user
space). This engine is modular, allowing researchers to plug in custom transport protocols
such as Homa or lightweight TCP implementations (for example, a Rust smoltcp library)

without reimplementing common networking functionality from scratch.

Netdev Driver Engine bridges the userspace stack with the kernel’s network interface layer.
It batches outgoing packets (as sk_buffs) and sends them through shared memory to the

kernel, reducing the overhead of frequent syscalls for packet transmission.
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By splitting responsibilities across these engines, the NUSE System Service can efficiently

process network I/0 in user space while cooperating with the kernel when needed.
4.3.3 NUSE Driver: Kernel-Space Virtual Device

The NUSE Driver is a kernel-space virtual network interface that connects the NUSE
user-space stack with the kernel’s networking subsystem. Implemented similarly to virtual
Ethernet (veth), TAP, or loopback devices, it registers as a standard netdev in the kernel.
Incoming packets delivered to the NUSE Driver are handed off to the NUSE System Service
via shared memory (instead of being processed by the kernel’s IP/TCP stack), whereas
outgoing packets from the user-space stack are injected into the kernel’s networking pipeline
through the driver’s start_xmit() function. This design lets NUSE seamlessly integrate
with existing kernel networking infrastructure — for example, packets passed to the NUSE
Driver can still go through netif_receive_skb() so that kernel layers (like firewall, routing,

etc.) remain aware of the traffic if needed.

4.3.4 UC Channel: Userspace NIC Offloading

Achieving a zero-copy application data-path is essential for high-performance network-
ing [246]. To achieve a flexible, high-performance packet delivery abstraction, NUSE lever-
ages Unreliable Connection (UC) mode in RDMA (ibverbs) to offload networking operations
to the NIC while enabling zero-copy application data transfer. Unlike Unreliable Datagram
(UD), which requires a strict send /receive match and does not support zero-copy placement
of payloads into application buffers, UC provides direct memory placement via UC write.
This allows NUSE to deliver packet payloads directly into pre-allocated application buffers
without additional copies.

While Reliable Connection (RC) mode also supports direct writes, it enforces a strong
transport and reliability mechanism at the NIC level, constraining the flexibility of custom
transport stacks. UC mode strikes a balance by decoupling reliability from transport, en-
abling NUSE to maintain precise control over transport-layer semantics while still benefiting

from zero-copy RDMA acceleration. This design ensures efficient packet delivery with mini-
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mal kernel involvement, allowing applications to define their own transport guarantees while

achieving high throughput and low latency.
4.4 Key Implementation Challenges

Designing NUSE as a hybrid-kernel networking system introduces several non-trivial
implementation challenges that impact performance, application transparency, and system
efficiency. In this section, we highlight three primary challenges: balancing performance
with application transparency, designing an efficient shared memory queue for inter-process

communication, and handling kernel stack integration without excessive overhead.

4.4.1 Balancing Performance and Application Transparency

A fundamental challenge in NUSE is ensuring application transparency while maintain-
ing high performance. One naive approach to eliminating memory copies is to transparently
replace an application’s heap with shared memory allocations. However, such a design in-
troduces severe performance issues, particularly due to TLB shootdowns caused by frequent
memory mapping changes [179].

To maximize compatibility with existing applications, NUSE cannot directly modify
application memory semantics. Instead, when an application calls send() or recv(), the
NUSE shim copies data into a separate buffer to maintain traditional BSD socket semantics.
While this incurs an additional copy, NUSE system service can still achieve zero-copy within
the stack using NIC scatter-gather or RDMA /DPDK acceleration. As long as the final
transmission does not re-enter the kernel, this additional copy does not introduce extra
overhead compared to conventional sockets.

However, for workloads requiring zero-copy semantics, such as large data transfers, NUSE
must accommodate modern optimizations like MSG_ZEROCOPY. Since MSG_ZEROCOPY requires
page-based memory registration, we implement an on-demand memory mapping mechanism:
when an application sends data above a certain threshold (e.g., hundreds of KB), NUSE
can opportunistically map the application’s memory into the shared address space. This

avoids repeated copying and ensures efficient zero-copy transfers while preserving existing
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application behavior.

4.4.2 Efficient and Robust Shared Memory Queue Design

Efficient inter-process communication (IPC) is critical to NUSE’s design, and shared
memory queues (ring buffers) are a natural choice due to their low-latency characteristics.
However, while shared memory queues are efficient for event notification (one-bit informa-
tion) and batching, they introduce several challenges.

First, converting traditional function calls into shared memory queue-based interactions
requires marshalling and unmarshalling arguments into fixed-sized slots, incurring variable
costs depending on the complexity of function arguments. This transformation adds CPU
overhead and increases implementation complexity.

Second, multithreaded applications exacerbate CPU consumption. If NUSE were to
busy-poll on each application thread for scalability, CPU overhead would grow linearly with
the number of threads, which is often impractical. Recent CPU advancements provide
potential solutions:

¢ Intel UMonitor/UMWait and User Interrupts: Available in Sapphire Rapids and

newer Intel architectures, these features allow a thread to efficiently sleep until a
memory location is updated, reducing CPU wake-up costs compared to pure busy
polling.

e Intel Data Movement Library (DML): By leveraging Intel’s Data Streaming Acceler-

ator (DSA) ASICs, NUSE can offload memory copy operations, significantly reducing
CPU usage for large data movements.

By combining busy polling for high-frequency events with low-overhead sleeping mech-

anisms, NUSE aims to achieve an optimal balance between low-latency responsiveness and

CPU efficiency.

4.4.3 Kernel Stack Integration and SKB Conversion

While NUSE primarily operates in user space, it still needs to support scenarios where

data must traverse the kernel TCP /IP stack. A key challenge is efficiently extracting packets
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from the kernel and delivering them to NUSE system service without excessive overhead.

One approach is to use io_uring or similar mechanisms to extract packets from the
NUSE driver and forward them to user space. However, sk_buff (SKB) structures in the
Linux kernel are complex, containing multiple pointers to kernel objects. Passing SKBs
directly between the NUSE driver and the NUSE system service is not feasible without
translation.

To resolve this, we introduce an intermediate packet representation to serialize SKBs
for safe transfer. This process may require copying packet headers (a few bytes) or even
payload data, depending on the use case. While this conversion introduces some overhead,

it ensures that NUSE can interact seamlessly with the kernel stack when needed.
4.5 Applicability and Limitations

NUSE provides a flexible platform for host networking research but is best suited for

specific scenarios.

Applicable Scenarios. NUSE is well-suited for networking research and prototyping, al-
lowing researchers to implement and evaluate new transport protocols and packet processing
techniques with minimal changes to existing applications. By intercepting socket calls and
handling networking in user space, NUSE offers a convenient testbed for evaluating novel
networking concepts while maintaining compatibility with real workloads.

Beyond research, NUSE is applicable in environments that already leverage RDMA,
such as cloud data centers and high-performance computing (HPC) clusters. Since RDMA-
based infrastructure is increasingly prevalent in large-scale workloads like deep learning
and data analytics, NUSE can serve as a platform for optimizing host networking in these
domains. Applications that rely on high-throughput, low-latency communication—such as
distributed deep learning—can particularly benefit from NUSE’s transport-layer flexibility

without requiring significant application modifications.

Non-Applicable Scenarios. NUSE is not an alternative for kernel-level networking re-

search that requires modifications to the Linux TCP/IP stack or other core networking
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subsystems. Researchers focusing on in-kernel transport optimizations, congestion control
mechanisms, or low-level packet scheduling would find it necessary to work within the kernel
rather than relying on a user-space framework like NUSE. Additionally, some network ac-
celeration techniques rely on hardware-specific solutions, such as FPGAs or vendor-specific
NIC offloads, which may not integrate seamlessly with NUSE’s architecture.

Another limitation is that NUSE currently relies on busy polling for efficiency, which
can lead to high CPU consumption. In dedicated, high-performance environments where
applications can afford to dedicate CPU resources to networking, this trade-off is acceptable.
However, in multi-tenant cloud environments where CPU efficiency is critical, the additional
polling overhead may be prohibitive. Addressing this issue through more advanced polling
mechanisms or event-driven wake-up techniques could improve NUSE’s suitability for shared

cloud environments.

4.6 Related Work

Extensible frameworks. Several existing platforms attempt to offer more flexible en-
vironments for networking experiments, though each has limitations relative to NUSE’s
objectives. CCP [196], for example, is specialized for congestion control research, focusing
on transport-layer optimizations, whereas NUSE provides a broader platform for host net-
working experimentation. FUSE [62] is conceptually similar in elevating file system logic
to userspace, yet it targets storage rather than networking, and thus does not address chal-
lenges like routing or transport-layer modifications. Snap [179] places the transport stack
in userspace but does not disclose internal interfaces for modular extensions and remains
closed-source. Demikernel [293]| proposes a flexible datapath OS architecture designed for
microsecond-scale datacenter systems, focusing on kernel-bypass devices, which is comple-

mentary to NUSE’s goal of broader host networking experimentation.

Hybrid-kernel architectures. Hybrid-kernel strategies have been explored in projects such
as mRPC [45] and MCCS [281], which partially bypass the kernel to achieve performance

gains. Similarly, TAS [144] accelerates TCP by moving transport processing to user space,
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while Snap [179] isolates host networking into a microkernel-like service. NUSE differentiates
itself by providing a generalized platform that allows developers to selectively substitute or

extend host network components without duplicating every aspect of the kernel stack.

Network stack architecture. Various approaches have been proposed to redesign network
stack architectures to improve performance and flexibility. Kernel-bypass techniques, such
as those employed in IX [29] and Demikernel [293], allow applications to directly interact
with network hardware, reducing latency and overhead associated with kernel involvement.
eBPF-based solutions enable safe and efficient execution of custom networking functions
within the kernel, offering extensibility without compromising security. Microkernel-based
network stack, like Snap [179], isolate networking components into separate user-space ser-
vices, enhancing modularity and fault isolation. NUSE aligns with these efforts by fa-
cilitating user-space experimentation with a broad range of host networking ideas while

maintaining compatibility with existing kernel mechanisms.

Performance optimization. Optimizing performance in networking systems has been
a significant research focus, with various strategies proposed in different contexts. User-
interrupts [130, 166, 162] and RDMA UC (Unreliable Connection) [160] are techniques
employed to reduce CPU overhead and improve data transfer efficiency. NUSE plans to
incorporate these optimizations to enhance performance, leveraging user-interrupts to mini-
mize CPU usage during network operations and utilizing RDMA UC to achieve zero-copy of
application buffer. These approaches are complementary to NUSE’s design, as they address

specific performance bottlenecks in host networking systems.
4.7 Summary and Future Work

NUSE introduces a hybrid-kernel networking framework that bridges the gap between
user-space flexibility and kernel integration. By intercepting socket calls and leveraging
RDMA-based acceleration, NUSE allows host networking experimentation without extensive
kernel modifications. Preliminary results show that NUSE achieves competitive performance

while maintaining application transparency, making it a viable platform for network research.
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Future work will focus on improving shared memory queue efficiency to reduce polling
overhead, refining zero-copy memory management to optimize large transfers, and enhancing
SKB translation for better kernel interoperability. Additionally, holistic benchmarking is
needed to systematically compare NUSE against other networking frameworks across diverse
workloads. Addressing these challenges will further solidify NUSE as a practical tool for

advancing host networking research.
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5. Conclusion

In summary, this dissertation demonstrates that revisiting the interface between appli-
cations and the network can yield substantial benefits for cloud computing. We identified
fundamental challenges in today’s cloud datacenters: applications have little visibility into
network conditions, and current mechanisms for managing communication (such as per-
service RPC libraries with sidecar proxies) introduce high overhead and complexity. The
root cause is the byte-level API — the narrow socket interface separating application intent
from network mechanism. Our work shows that by breaking this barrier and co-designing
the application-network interface, we can achieve notable improvements in both application
performance and network efficiency.

We presented three complementary systems to validate this thesis. NetHint provides a
practical way to break open the cloud’s network black box. By sharing timely network hints
from the cloud provider, NetHint allows data-intensive applications to adapt their behavior
to current network topology and load. This leads to more efficient use of bandwidth and
faster completion of communication-heavy operations (e.g., accelerating distributed training
and data shuffles by up to 2.7x). mRPC tackles the problem of RPC management at
scale by offloading RPC processing into the operating system. This approach removes the
redundancy of user-level proxies and unifies control, yielding up to 2.5x lower RPC latencies
and higher throughput in a representative microservice workload, as well as simplifying
policy enforcement across services. Both NetHint and mRPC illustrate the power of elevating
network-awareness into applications and pushing application-specific processing into the
system: they significantly improve performance while making large-scale systems easier to
manage.

The third piece, NUSE, broadens the scope by exploring a hybrid userspace/kernel archi-
tecture for networking. Inspired by the success of user-space filesystems (FUSE) in providing
extensibility, NUSE proposes to make the host network stack modular and extensible, al-
lowing developers to implement custom network logic in user space without kernel redesign.

Unlike NetHint and mRPC, which were fully implemented and evaluated, NUSE is pre-
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sented as a design proposal and prototype. Preliminary results are promising — for example,
NUSE’s user-space network stack achieved performance close to native RDMA for large
transfers while maintaining transparency to applications — but many engineering challenges
remain. I emphasize that the NUSE scheme is still in a proposal stage, representing an
avenue for future work rather than a finalized system. Further research is needed to refine
NUSE’s components (such as optimizing its shared memory communication and zero-copy
mechanisms) and to evaluate it comprehensively across diverse workloads.

Overall, the contributions of this dissertation validate the approach of application-
networking co-design in cloud datacenters. By bending the traditional layers, we have en-
abled cooperation between applications and network infrastructure in ways that were not
possible before. The outcome is a more flexible cloud platform that can cater to the needs of
demanding distributed applications—improving data transfer times, reducing latency, and
simplifying communication management. We showed that it is feasible to expose richer net-
work semantics to applications (as in NetHint), and likewise feasible to embed higher-level
communication services within the system (as in mRPC), all without compromising safety
or isolation. These results invite cloud providers and system designers to rethink long-held
abstractions.

Future research directions emerging from this work include fully realizing the NUSE
vision and integrating it into production systems. This involves addressing the remaining
implementation challenges and ensuring that a hybrid userspace networking stack can op-
erate at scale and with robustness comparable to in-kernel stacks. Additionally, the general
principle of co-design can be extended: for instance, designing new high-level network prim-
itives (beyond hints and RPC) that the cloud OS could offer to applications, or exploring
security and verification aspects of a more open application-network interface. There is also
room to investigate how scheduling and resource allocation in datacenters could evolve if
more information flows between applications and the network. By pursuing these directions,
we can continue to close the gap between application intent and network operation. I believe

that this line of research will shape the next generation of cloud platforms, where networking
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is not just a utility beneath applications, but an intelligent, adaptive partner in distributed
computing.

This dissertation is partially supported by NSF grants CNS-2238665 and CNS-2402696.
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